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Abstract

OSLab is the third generation in a series of distance learning courses established by
mostly Swiss and some international universities. The underlying didactics have been
developed in the VITELS project and written down in a didactics and design guide.
The guide has been further extended in the EuQoS project. This document tries to
reduce the guide to a reasonable size and incorporate the experiences made during the
operation of the VITELS course.

In the creation process of a learning course, we identified two possible roles: module
authors and course authors. A module author creates a learning module. A course
author defines the general layout and structure of the course as well as the modules.
This document guides you through the process of creating a learning module for the
Operating System Laboratory and therefore addresses module authors.

CR Categories and Subject Descriptors

[K.3.1 Computer Uses in Education]: Distance learning; [K.3.2 Computer and
Information Science Education]: Computer science education

General Terms
Documentation, Design, Management

“ Thanks to the co-authors of the VITELS Didactics and Design Guide, who laid the foundation for this
work. Thanks to Gerald Wagenknecht for comments and suggestions.
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1 Introduction

OSLab is based on a constructivist learning approach, which is well suited for hands-
on focused courses. This section motivates the didactical concepts and explains the
main components, such as the specified course and module structure and the
employed learning tools.

1.1 Course Structure

The OSLab course structure is based on highly modularized learning content
according to subjects and can be consumed according to the learner’s need. Figure 1
shows the course structure.

1. General Introduction and FAQ °

2. Hands-on Sessions Reservation 2 .
System & Q o E E

3. First Module

4, Second Module

5 ..

allg B
M - +l»

Figure 1: Course Structure

The introduction module (General Introduction and FAQ) explain the course objective,
didactic concept, and so forth. The link to the laboratory reservation system (Hands-on
Sessions Reservation System) allows the learner to book time slots for hands-on sessions
using real hardware. Then follow the different learning modules. We describe the
structure of the learning modules in the next section.

1.2 Module Structure

Each module consists of four chapters: introduction, theory, knowledge application/
exploration as well as evaluation of acquired knowledge and skills. The first chapter
“Introduction” motivates the module content and places it into context with other
modules of the course. In the second chapter “Theory”, the learner acquires the
knowledge to solve the practical exercises. In the third chapter “Knowledge
Application/ Exploration”, the learner solves programming or configuration tasks in a
simulated, emulated or real environment. The fourth chapter “Prove Your Knowledge
and Skills” evaluates the acquired knowledge of the learner. Figure 2 shows the
module structure.

1. Introduction
1.1. Welcome
1.2. The Goals and How to Reach Them
1.3. Module Vicinity
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1.4. My Goals
1.5. Tips
1.6. FAQ
2. Theory
2.1. Theoretical Basics
2.2. Readings
2.3. Self Test
2.4. Quiz
3. Knowledge Application/Exploration
3.1. Introduction
3.2. Hands-on Session
4. Prove Your Knowledge and Skills
4.1. Personal synthesis
4.2. Final Quiz
4.3. Survey

Figure 2: Module Structure

The module structure is almost fixed. That means no changes are allowed except for
three points and only starting from the third-level. Therefore, you can only add sub-

sections to “2.1 Theoretical Basics”, “3.1 Introduction” and *“3.2 Hands-on Session”.
However, you have to create content for almost all of these predefined sections.

1.3 Learning Tools

We use different tools to keep track of the learner’s progress. These tools are available
at different stages of the learner’s path throughout a module and graded according to
their purpose. Table 1 gives an overview on the tools and the achievable points.

Table 1: Point Distribution

Chapter Evaluation Tools  Points Share

1 2 3 4
0 0 o o Discussion 0 0%
0 0 0 o Loghook 25 18%
0 My Goals 20 14%
0 Self Test 0 0%
0 Quiz 30 21%
Personal Synthesis 20 14%
Final Quiz 40 29%
Surveys 5 4%
Total 140 100%
Traditional 70  50%
Modern 70  50%

We distinguish between traditional and modern tools for learning. Traditional tools
are known from offline courses. Modern tools take advantage of the new possibilities
offered by an online infrastructure.

The traditional tools consist of self test, quiz and final quiz. The self test allows the
learner to determine his knowledge state without being graded. In the quiz, the learner
has to prove his knowledge acquired in the theory chapter. With the final quiz the
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learner summarizes his results obtained by performing the practical tasks from the
hands-on chapter.

The modern tools consist of discussion, logbook, my goals, personal synthesis and
survey. The discussion forum helps learners to exchange knowledge and obtain
support from other learners or the tutor(s). The logbook helps the learner to keep track
of his learning progress and note things for future reference. The discussion and
logbook are available throughout the whole module. The section “My Goals” requires
the learner to formulate his learning goals based on the introduction and thereby
activates prior knowledge. The personal synthesis helps the learner in structuring the
acquired knowledge from the theory and the hands-on chapter. It also allows the
comparison of the initially specified and the finally achieved goals. The survey helps
the tutor to adapt and improve the module.

1.4 Implementation Procedure

In this section, we describe the common procedure of implementing the presented
course and module structure. As mentioned earlier, we identified two roles in the
creation process of a learning course: course and module author.

The module author is solely responsible for the creation of content for his learning
module(s). The course author is responsible for the maintenance of the overall course
design, the predefined text of the learning modules and the initialization module. In
addition he has to prepare the course in the course platform, i.e. creating it,
establishing the common design as well as creating the template for the learning tools.
Last, the course author has to integrate the initialization module.

To help the module author concentrate on the task of writing and illustrating the topic,
we separated the creation of content and the layout, while a tool merges this content
into a predefined framework. The tool is called file framework generator & formatter,
ffgf [4]. It takes a table of contents and the according content files (both written by a
module author) as well as the formatting information and predefined content
(specified by the course author) as input. From this, the tool generates formatted
HTML [5] pages as output. The layout is based on Cascading Style Sheets, CSS [6]
and invisible tables.

To support the module author in the creation of content, a graphical editor has been
developed, which is called Guided Content Editor, GCED [7]. The GCED is a Java-
based WY SIWY G editor, which provides basic HTML formatting functionality. It
also helps in the specification of a valid table of contents for the ffgf. Both, ffgf and
GCED are available in a development bundle [8]. Figure 3 illustrates the interaction
of the different components in the content creation process.
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Figure 3: Course Implementation Process
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Initially the course author specifies the format and the predefined content for the ffgf
as well as prepares the course inside the course platform in accordance with the
course author guide [9]. The module author specifies the table of contents and creates
the module content (2) in accordance with the module author guide (this document)
[10] (1) and by using the GCED. Next, the GCED invokes the ffgf (3), which finally
creates the resulting HTML pages (4). Last the module author integrates the module
into the course platform (5). It is possible to use a different editor and directly invoke
the ffgf. Section 2 explains both possibilities in detail.

2 OSLab Development Bundle

The OSLab Development Bundle, ODB [8] is an archive which includes the Guided
Content Editor, GCED, the file framework generator & formatter, ffgf as well as some
graphics. FFGF requires Perl [11]. The script to generate a PDF file from the HTML
pages requires HTMLDOC [12].

2.1 Installation

Unzip the ODB archive into a directory of your choice. After unpacking the archive,
you find the following main directory structure:

doc/ Module and Course Author Guide, GCED
gced ffgf/ GCED JAR, FFGF start script, README
gced ffgf/etc/ configuration and template files
gced_ffgf/input/ input files (Table of Contents)
gced_ffgf/output/content generated content files
gced_ffgf/output/htmiCE generated HTML files for WebCT CE
gced_ffgf/output/htmlVista  generated HTML files for WebCT Vista
graphics/ OSLab (module) logos, position map
pdf/ PDF generation script based on htmldoc
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2.2 Usage

There exist two possibilities for creating content. The first is to use the GCED, which
provides a nice interface to modify the table of contents file and to write to the
respective content files. It also invokes the ffgf automatically upon changes. The
second is to directly edit these files using another editor of your choice. The GCED is
based on the Java HTML EditorKit [13], which exposes some weird behavior. If you
have difficulties in adjusting, the second option might be your choice. In the following
two sections, we describe both possibilities. In the third section, we describe how to
generate PDF with the provided script.

2.2.1 GCED & FFGF

The next steps give an overview on how to create a learning module using the GCED.
The given references lead to the detailed descriptions and must be followed. The
documentation for the GCED can be found in doc/Introduction_to_GCED.pdf.

1. Change into the directory gced_ffgf.

2. Create your module’s table of contents file in the directory gced_ffgf/input
from the file Template.txt, €.g. copy Template.txt to “Module Name.txt”.
You can adjust the table of contents within GCED.

3. Incase this is your first time using this table of contents,

a. Start the ffgf: perl ffgf.pl.

b. Select the table of contents file of your module from the list.

c. If requested enter the module author(s) and/or the module name (these
values are saved in a gced_ffgf/input/*.stat file).

d. Quit the ffgf by entering “q” in the “Options” menu.

Start the GCED: java —jar GCED-*version*.jar.

In case this is the first time starting GCED, you will be asked to specify the

location of the FFGF.

6. Open your module via the menu “Project->Open”, choose from the drop down
list the respective module, GCED will display a table of contents on the left
and the concatenation of all content file in the middle.

7. Adjust the table of contents from the menu “Project->Edit structure”. The red
entries indicate the places where you can add files below the current level.
Adapt the duration of the chapter entries. The rest is not editable. Click
“Update Project” to commit the changes.

8. Write your module content to the files based on Section 4 using the elements
and format options from Sections 3.2 and 3.3 respectively and stay in
compliance with the rules defined in Section 3.1.

9. Save your project and zip the output for your module located under directory
htmlVista/module_name t0 module_name.zip. Don’t include the base
directory, i.e. your root in the zip must contain the directories 1 2 3 4 doc
pictures. WebCT Vista will create a folder based on your zip archive name
upon unzipping.

10. Integrate your module into WebCT Vista as described in Section 5.

o ks
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2.2.2 FFGF

The following steps describe how to create your learning module relying solely on the
ffgf. The given references lead to the detailed descriptions and must be followed. The
ffgf offers text-based menu navigation. It calls external programs to for the editing or
display functionality. The external programs to be used can be configured in
gced_ffgf/etc/ffgf.conf.

1. Change into the directory gced_ffgf.

2. Create your module’s table of contents file in the directory gced_ffgf/input

from the file Template.txt, €.g. copy Template.txt to “Module Name.txt”

and modify the content accordingly.

Start ffgf: perl ffgf.pl.

Select the table of contents file of your module from the list (You can skip this

step by passing the table of contents file name directly when calling the script,

e.g. perl ffgf.pl input/Module Name.txt).

5. In case this is your first time using ffgf

a. enter the module author(s) and/or the module name (these values are
saved in a gced_ffgf/input/*.stat file)

6. Change to the “Editing/Viewing” menu by entering “e” in the “Options” menu.

7. Adjust the table of contents file by entering “T” in the “Editing/Viewing”
menu. Note that you are only allowed to add subsections below Section 2.1,
3.1and 3.2. As soon as you leave the editor, ffgf checks for changes and
updates the files accordingly.

8. You can access every content file from the “Editing/Viewing” menu. Write
your module content to the files based on Section 4 using the elements and
format options from Sections 3.2 and 3.3 respectively and stay in compliance
with the rules defined in Section 3.1.

9. You can view the result by entering “V” in the “Editing/VViewing” menu.

10. Save your project and zip the output for your module located under directory
htmlVista/module_name t0 module_name.zip. Don’t include the base
directory, i.e. your root in the zip must contain the directories1 2 3 4 doc
pictures. WebCT Vista will create a folder based on your zip archive name
upon unzipping.

11. Integrate your module into WebCT Vista as described in Section 5.

B w

2.2.3 Generate PDF

The next steps describe how to create a PDF file from the HTML pages generated by
the ffgf. The script requires HTMLDOC [12] to be installed. Only the source code
version is available free of charge. The script calls HTMLDOC with
gced_ffgf/output/htmlVista/Your Module/all/Your Module.html as input and
creates gced_ffgf/output/htmlVista/Your Module/doc/Your Module.pdf as
output. Therefore, it is important that you first run ffgf and generate the output
structure for your module.

1. Change into the directory pdf.
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2. Create your module;s title file in the same directory from the file
Template.title, e.g. copy Template.title to “Module Name.title” and
modify the content accordingly.

3. Start the script: ./generate_pdf “Module Name”

3 Design

The highly modularized content provided by different partners requires the
specification of a uniform look and feel for each learning module. This section
presents some design rules, which you must follow, when creating module content. In
addition, we describe the available elements and format options.

3.1 Rules

When you prepare your module’s content you must follow certain rules of good
design.

1. Keep your content short and simple

2. Limit the numeration hierarchy of the Table of Contents entries
(recommended depth of 3, maximum 4 numbers)

3. Limit the number of different font families and formats per page (maximum 3)

4. Limit the amount of different colors per page (maximum 5)

5. Reuse font formats and colors in the same context

Especially when creating graphics or animations try to apply these rules:

1. Respect the maximum width of 540 pixel in your graphic/animation

2. Use color selective (emphasize key elements, keep the surroundings
black/white/grey)

3. Use light, appealing colors (not too dark or somber)

4. Limit the amount of gradients

5. Use the JPEG format for real-life images (photographs, paintings, etc.) and the
PNG format for computer generated graphics (charts, flows, diagrams etc.).
Do NOT use the GIF format!

3.2 HTML Elements

We reduced the number of available HTML elements to a reasonable size. Table 2
describes the available GCED elements and their HTML counterpart. The GCED
provides access to these different elements via the “Inset” menu. Normal text is
placed within paragraphs. Figure 4 shows a rendered example of the elements and
Listing 1 contains the corresponding HTML code.

Table 2: Elements

GCED Element HTML element Description

normal text <p> In the default writing mode, the text is placed within a
paragraph element.

Header <h3> Formats the selected text as header.

Important: A heading must be formatted after some text has
been written below.

Hyperlink <a> Transforms the selected text into a hyperlink pointing to a
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given address.
Table <table> Inserts a table with the specified number of rows and cells.
Picture <img> Inserts a picture from the module’s picture repository. The
GCED offers a menu entry to manage the pictures of a

module.

Important: A picture can only be added inside a paragraph.
It is currently not possible to add Flash animations via the
GCED. Instead, you have to add them manually.

Ordered List <ol> Creates an ordered list and inserts the first element.
Ordered List Item <li> Adds an additional element to the ordered list.
Unordered List <ul> Creates an unordered list and inserts the first element.
Unordered List Item  <li> Adds an additional element to the unordered list.

This is a Heading

In the default writing mode, the text is enclosed by a paragraph element.

Table 1. Example Table
Header1 Header2

Caontent of Celll | Content of Cell2

o
B

Figure 1: File Systerns Module Logo

1. The first element of the ordered list
2. The second element of the ordered list

+ The first element of the unordered list
+ The second element of the unordered list

Figure 4: HTML Elements Example
Listing 1: HTML Elements Example Source Code

<h3>This is a Heading</h3>
<p>In the default writing mode, the text is enclosed by a paragraph element.</p>
<a href="http://www.oslab.ch/" target="_blank">A link to a Website</a><br/>
<a href="../2/2 4 0 gquiz.html">A link to a module page</a><br/><br/>
<div class="center">Table 1: Example Table</divs>
<table class="center" border="1" cellpadding="5" cellspacing="0">
<tr><th>Headerl</th><th>Header2</th></tr>
<tr><td>Content of Celll</td><td>Content of Cell2</td></tr>
</table>
</div>
<br/><br/>
<div class="center">
<img src="../../pictures/logo-File Systems.png" border="0" width="150" heigth="93"/><br/>
Figure 1: File Systems Module Logo
</div>
<br/>
<ol>
<li>The first element of the ordered list</li>
<li>The second element of the ordered list</li>
</ol>
<ul>
<li>The first element of the unordered list</li>
<li>The second element of the unordered list</lis>
</ul>

3.3 Format Options

In order ensure a common look, we defined a set of basic format options, to which
you must stick when creating content. The GCED provides access to these different
styles via the Format menu. From there you can change the font family and style, the
text alignment as well as emphasize distinguished text parts. These formats can also

10
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be directly used as Cascading Style Sheet classes in HTML code. Table 3 presents the
available GCED format options, the corresponding CSS class names and descriptions.

Table 3: Format Options

Format Options CSS Class Name  Description

(Default)

Font Family Serif serif Uses a serif font

(Sans Serif) Sans Serif sansSerif Uses a sans serif font
Monospace  monospace Uses a monospace font

Font Style Normal Normal text

(Normal) Bold bold Uses a bold typeface
Italic italic Uses an italic typeface

Text Alignment  Left left Aligns the text to the left

(Left) Center center Centers the text
Right right Aligns the text to the right
Justify justify Justifies the text

Code code Places the text into a box with a purple

background and padding to all borders. The
text is rendered as you typed it with all leading

and trailing spaces.

The font family and style as well as the text alignment options are valid for text-based
HTML elements (p, div, span, table, ol, ul, and so on). When you need a paragraph
header, use the h3 element. If you want to display code snippets, use the code option.
Figure 5 illustrates a rendered example and Listing 2 presents the corresponding

source code.

A senf font

A sans serif font

A monospace font
Bold text

ifahc fexi

Left aligned text

Justified text format requires a line break to become noticeable. That's why this text is
=0 long

Centered text

Right aligned text

Places the text into a hox with a purple
background and padding to all bordsrs

The text is rendered as you typed it with all

lsading and trailing spaces

Figure 5: Format Option Examples

Listing 2: Format Option Examples Source Code

</p>

<p class="'serif">A serif font</p>

<p class="'sansSerif">A sans serif font</p>
<p class="monospace'>A monospace font</p>
<p class="bold">Bold text</p>

<p class="italic">Italic text</p>

<p class="left"">Left aligned text</p>

<p class=""center''>Centered text</p>

<p class=""right'">Right aligned text</p>

<p class="justify'>

Justified text format requires a line break to become
noticeable. That"s why this text is so long.

<p class=""code">Places the text into a box with a purple
background and padding to all borders.

11
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The text is rendered as you typed it with all
leading and trailing spaces.
</p>

4 Content Creation

In the following, we describe the necessary content of the four chapters with their
sections, which has to be created by the module author. Some sections or paragraphs
are generated automatically during every run of the ffgf (initiated by the GCED or
manually). These sections or paragraphs are emphasized accordingly.

4.1 Introduction

The introduction chapter consists of six sections. The goal is to introduce the current
module to the learner.

4.1.1 Welcome

In the welcome section you summarize the learning content, define the module
requirements and mention the responsible person(s) of the module content. This
information is contained in three paragraphs:

Abstract: Write a welcome message [1.1 Welcome |
and a 10 lines introduction (abstract)to |
the mOdUIe It IS recommended to add a wWelcome to the distance learning module "Security and Privacy in the Internet",

H In this module you will learn about theoretical and practical aspects of security
short video welcome message. e
The thearetical part covers a wide range of topics - from wulnerabilities over
attacks and countermeasures to general security mechanisms and concepts. In
. . . the practical part you'll have the possibility to set up and validate a Kerheros
Special Requirements: List all the nstalation.
1 Special Requirements
requirements of the module, such as pecial fen

& none

knowledge in programming languages. | auhors

The module "Security and Privacy in the Internet" has been created by the
, CNDS research group at the

Authors: Give the responsible and has been financially supported by a Microsoft Research

Curriculum Request for Proposal Award.

Organization and person Of the module. For further conceptual information regarding the module "Security and Privacy in

the Internet" please contact

Figure 6: Introduction Welcome Example

4.1.2 The Goals and How to Reach Them

In this section you specify in detail what the student is going to learn and how long it
should take him. This information is split into three paragraphs:

Goals: Formulate precise and brief learning goals, which cover these three aspects:

1. The task: What kind of activity must be done by the learner? You must use a
verb in the formulation. Try to use a verb or an action that can be measured /
assessed. Possible verbs are for example: writing, managing, reading,
organizing, researching...

2. The condition: How must the learner perform the task? You must add objects
to the verb: by measuring the traffic, by writing a socket, by summarizing the
theory. You can add more conditions: in a team, alone, with the two routers,
without help. You can even include variables: no matter how high the CPU
load is, no matter how much time it takes.

12
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3. The standards: How well the learner must perform the task. Many times you

find standards defined like this:

— How often? (every day, ten times, before starting the laboratory)
— How well? (until passing the test with 0 errors, within one hour)
— How many? (set up two different networks, collect two logs of the

measurement)

— How much? (during two hours)
— How will I know it is done? (until being able to answer the asked

guestions)

Storyboard: Write a storyboard which
covers these three aspects:

1. Write a short description of the
learning and studying activities,
which contains some lines of
text as a contrary to the very
short formulated goals.

2. Explain why doing the
proposed activities will permit
to reach the target goals with
high standards.

3. Specify how they will be
evaluated or how the level of
goals reached will be assessed.

Schedule: Assess the duration of each
main chapter of your module to help
learners to plan their online work and
study time. The total time for one
module is 22.5 hours. Enter the
duration in the table of contents file as
described in Section 2.2.1 and 2.2.2.

Important: The Schedule section
including title is generated
automatically!

4.1.3 Module Vicinity

‘ 1.2 The Goals and how to Reach Them

Goals

® You study the presented wvulnershbilities in the Internet, the attacks and
countermeasures as well as the security mechanisms and concepts until you
pass the Self-test with no wrong answer,

® You know how to set up 3 Kerberos based authentication framework, especially
the configuration of the Key Distribution Center {creation of authorizations and
principals).

® You can validate your Kerberos installation using test accounts and services,

Storyboard

The Internet and its services are hecoming the foundation for the information
society. The increasing popularity also attracts malicious users which exploit the
open architecture of the Internet for their purpose. Security issuss have become
the higgest challenge.

In the theoretical part the wulnerabilities and threats, attacks and
countermeasures as well as security mechanisms are introduced to you, Along
with the detailed explanations, you'll also get some (historical) background
knowledge about the subject, Animations will illustrate and help you understand
the key points,

In the practical part you will have the possibility to apply the acquired knowledge
when setting up and testing a Kerberos authentication framework. You will
configure a Key Distribution Center, establish user authorization, create service
principals and correct and validate your Kerberos framework.

Your work will be evaluated as described in the general introduction for all
modules. The evaluation of the practical part will be based an the generated
output during the validation,

Schedule

I —
[ — -l
I s
T =00

overall duration 22:30

1 Introduction

2 Theory

2 Knowledge application/Exploration
4 Prove Your Knowledge and Skills

Legend:
] time required for the current chapter of the module
O time already passed in the module
O time still available in the module

Figure 7: Introduction The Goals Example

Here you illustrate the module’s relationship to other modules in the course in a
graphical position map as well as create a mind map of your module. For example,
Microsoft Visio [14] supports the creation of mind maps. You can find all OSLab
related graphics, such as module logos, in the development bundle [8].
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Position Map: Propose a position of 1.3 Module Vicinity
your module among all the other
modules for those learners that work

through the whole course. Sinocun il

Position Map

—Lm Ortant The pOSItlon map IS Device Drivers and - L cc:::r:r\-:::::;:lslﬁ

typically the same for all modules and L Lall e 2 Sieeivomaston
created once. It is included in the _ ~.
6 > 3. Memory

module author bundle. SO | T T | damagomen

Distributed File

Mind Map: Locate the main topic of Bsiond File Systems
your module in the centre. From there, Figure 1.3.1: Position map
create branches outwards in all LT

Names & Types Access Ext3 Realization

directions. Separate theoretical (north)

\ ‘I"‘ Disc Space
|

and practical (south) topics. Use color SR | S e
codes for the theoretical (dark green - o N ek, MaSiemesof ) Pomees
rgb(35,109,51)) and practical (dark red - ———

- rgh(178,34,34)) topics as well as for rie S
the module circle (light green - Ll
rgh(124,213,15)). The course and FUSE mipaicion,  Fiesystem P

Driver ~ ..File System

module logos can be obtained from the Function | _Programming ) (_Driver Validation |

Implementation

module author bundle. Figure 13,21 Mind risp

Figure 8: Introduction Module Vicinity Example

4.1.4 My Goals

Important: The content of the “My Goals” page is generated automatically. The essay
field is made available with the help of the course platform as described in Section 5.

415 Tips

If your module has any specific procedures, which are not covered in the global
introduction, you have to explain them here. You can also mention well known
pitfalls.

4.16 FAQ
This section lists questions and answers, which arise during the usage of your module.

4.2 Theory

The theory chapter consists of four sections. The goal is to provide the necessary
knowledge to the learner for the following hands-on session.

4.2.1 Theoretical Basics

Create the theory of your module using text, graphics, animations, and interactive
animations according to the guidelines in Section 3.1. You must also provide a
summary of the complete theory in PDF format.
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Important: The content of the first “Theoretical Basics” page is generated
automatically and lists the sub-sections on the third level, which have been specified
by the module author, e.g. “2.1.1 An Introduction to Security”.

4.2.2 Readings

Introduce the learner to (scientific) literature related to your module and provide a
categorized overview. The learner is required to read at least one scientific publication
and should find a variety of recommended readings.

Important: The content of the first “Readings” page is generated automatically.

4.2.2.1 Required Readings

List one scientific publication, which is
related to the module topic. The
publication should allow a learner to
get acquainted with scientific writing
and provide some interesting
background knowledge.

4.2.2.2 Recommended Readings

List other readings that help to deepen
the module topic for interested
learners. If appropriate categorize the
readings. List the generated PDF of
your module theory.

‘ 2.2.1 Required Readings

Articles

[Che92] Bill Cheswick. An Evening with Berferd in Which a Cracker is Lured,
Endured, and Studied. In Proceedings of the Winter USENIX Technical
Conference, San Francisco, CA, US4, January 1992,

Figure 9: Theory Required Reading Example

‘ 2.2.2 Recommended Readings

Standards
[MISTO2] WIST. Secure Hash Signature Standard (SHS). August 2002,

Request for Comments

[KBCO7]  H. Krawczyk, M. Bellare and R. Canetti. HMAC: Keyed-Hashing for

Message authentication. February 1997,

[koMe93] J. Kohl and C. Meuman. The Kerberos Metwork Authentication Service
(¥5). Septermber 1993,
[Riv92]  R. Rivest. The MDS Message-Digest algorithm. April 1992,
Internet Draft

[M¥HRO4] Clifford Neuman, Tom ¥u, Sam Hartman and Ken Raeburn. The
Kerberos Network authentication Service (V5). September 2004,

Security related websites
[EN]
[EM]
[DE]
[EN]
GCourse in printable form

Attila Weyland, Security and Privacy in the Internet, April 2005,
(916 KB)

Figure 10: Theory Recommended Reading
Example
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4.2.3 Self Test
FormUIate qUEStIOﬂS z g;?et;ctﬁ!:answ_er where all correlations of IS0/05I layer FIEEdhacr
and anSWBI'S, Wh'Ch ag)d t:e TSD:TC)WLE protozﬂi at that layer are correct! Tg'lgoi's.r:;t a network layer protocol,
ication Layer but a transport layer protocol (see
help the Iea-rn-er to Tfapnspor‘t Lay:r TCP Th;or:r sec:tpior:l.{.l Fntetrnet éasics).
discover missing TG S e
Diata Link Layer  IEEE 802.3
partS Of the theory. Physical Layer 100 Base-T
G|Ve feedback for ® application Layer FTP
Transport Layer  UDP
each correct or i o
Wrong answer. Data Link Layer  IEEE 802.3

FPhysical Layer 100 Base-T

InCIUde a reference O Application Layer SMTP
to the corresponding UEIELSE T

- Metwork Layer 1P
theory section. S e D
SpeCIfy at Ieast ten Physical Layer 100 Base-T
questions © s

Metwork Laver P
Data Link Layer  ARP
Physical Layer IEEE &02.3

Figure 11: Theory Self Test Example

Important: The content of the “Self Test” page is generated automatically. The
questions are made available with the help of the course platform as described in
Section 5.

4.2.4 Quiz

Formulate questions and answers, which | & siem e it sl gh s ees o mrese
assess the knowledge of the learner and
support the decision, whether he is

.

. Resource Access - Intrusion
[] 2. Resource Identity - Imitation

[[] 3. Person Privacy - Espionage

granted access to the hands-on session [ 4. Persan 1dentiy  Disclosure

or not. Write down the correct solution e e
for each question to support the tutor in [1) 7. Resouroe Cansstenes - Malfunctin
the grading process. Specify at least ten ) nosoues Diver - e

O e Information Integrity - Manipulation

questions.
Figure 12: Theory Quiz Example

Important: The content of the “Quiz” page is generated automatically. The questions
are made available with the help of the course platform as described in Section 5.

4.3 Knowledge Application/Exploration

The knowledge application/exploration chapter consists of two sections. The goal is to
let the learner apply the acquired knowledge in a realistic laboratory environment.
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4.3.1 Introduction

Describe the particularities of your [3.1.2 Laboratory Environment
module’s hands-on session, e.g. give a
short manual for the hardware or the

User Accounts

From the main page of this module you can log into the (not yet) Kerberos server

H celidZ as aeneas or as arpheus, For the configuration of Kerberos you only need
aval Iable Com mands Of the Used the seness account. The arpheus user will be used later for testing the Kerheros
- - server and to obtain the test certificates.
applications. You can also create sub- o
B} N ) Editing Configuration Files
SeCtlonS tO Structure the Informatlon, The setup of the server is done using a set of configuration files, which have to
“ - ) be written/adjusted by the user (seneas). Several editors are available for that
e.g_ 3.1.2 Laboratory Envlronment . purpose. For the less experienced user I recommend nano, others might prefer

emacs OF vi.
Where to put data

all configuration take place in the home directory of the user aeness. A& skeleton
directory structure provides the recommended locations for the configuration files,
Howewer, the structure is not mandatory, so feel free to install Kerberos wherever
you want {and ahjure any kind of support from our side).

Kerberos Programs

krbSkde
is the kerberos key distribution center (aka Kerberos daemon). You can
start the daemon directly, but we recommend to start it using the krh.*

Figure 13: Knowledge Introduction Example

4.3.2 Hands-on Session

Formulate the exercises for your laboratory. You must use simulation, emulation or
real hardware to support the learner in the application of the acquired knowledge.
Ensure that simulation and emulation are as close to reality as possible. Support trial-
and-error learning. The following aspects have proven to be efficient in the
formulation of an exercise:

1. Task: Describe the task in one [3.2.2 Kerberos - Exercise 2
or two sentences.
R . The second exercise builds upon the first, On host celi?3 is a server running which
- can be contacted by a client kerbzerb client. The server only allows clients to
2' Preparatlon' Descrlbe the log in, which are authorized for the "kerbzerh" service. You have to add the
H according principals and to create and distribute the proper keytabs allowing the
necessary preparatlons to be client on celi?2 to connect to the server celi?3.
done by the Iearner. Task Add the according principal to allow the client on celioz to
- - . - connect to the server on celos.
3. DIreCtIOnS lee Some Preparation Finish exercise 1.
1 Directions 1. Add a principal for the kerbzerb service on cel?3 [format:
gl'“dance7 eg for Complex primary/instance@realm]
H 2, Add the new key to the krhs.keyrab file for callo3
ta.sks, IISt the SUb taSkS- 3. Copy krbS.keytab to cefi0? (see below)
1 - 1 Evaluation e Login in to cell92 as user orpheus using the laboratory page.
4' Evaluatlon " EXpIaIn the Steps ® From cell?2 use the kerbzerb_client to connect to celins,

H o If the client can login successfully, a test certificate will be
necessary to evaluate thls automatically generated and stored. The test certificate can be
eXerCise viewed from the laboratory page.

5. Hints: List possible hints, Figure 14: Knowledge Exercise Example

which can help progress.
Important: The content of the first “Hands-on Session” page is generated
automatically and lists the sub-sections on the third level, which have been specified
by the module author, e.g. “3.2.1 Kerberos - Exercise 2”.

4.4 Prove Your Knowledge and Skills

The chapter “Prove Your Knowledge and Skills” consists of three sections. The goal
is to assess the acquired knowledge of the learner and to obtain feedback for further
improvements of the module.

17



o=l

{ LAS Operating System Laboratory v 1.01
| ) 25 July 2006
Laro Module Author Guide

4.4.1 Personal Synthesis

Important: The content of the “Personal Synthesis” page is generated automatically.
The essay field is made available with the help of the course platform as described in
Section 5.

4.4.2 Final Quiz

Formulate questions, which assess the memenz |
knowledge of the learner and support the '
decision whether he has completed the
hands-on session (and thus the course)
successfully or not. Write down the
correct solution for each question to
support the tutor in the grading process.

Important: The content of the “Final
Quiz” page is generated automatically.
The questions are made available with Figure 15: Prove Final Quiz Example
the help of the course platform as

described in Section 5.

4.4.3 Survey

Important: The content of the “Survey” page is generated automatically. The
questions and essay fields are made available with the help of the course platform as
described in Section 5.

5 Module Integration

This section describes how to integrate your module content into a course platform
and take advantage of the provided learning tools, such as essays and quizzes. The
descriptions are based on the course platform WebCT Vista [15] version 3.0.6.17. The
following sections describe how to access WebCT Vista, index content and apply the
learning tools.

5.1 WebCT Access

WebCT Vista is operated by EduTech [16] and SWITCH [17]. You can access it via

the portal page [18], where you should also check your browser for compatibility with

WebCT Vista. The next steps describe how to access WebCT Vista.

1. Access the WebCT Vista portal. Select your institution from the “Institution
Listing”. Log in with your provided designer account information. After you log
in, you’ll see the page “My WebCT*.
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2. Select the course, where you
want to add your learning
module, e.g. “OSLab — OSLab
Development”. If you keep the
mouse over a course list entry,
your role pops up. After you
selected the course, its
homepage appears.

Calendar Day Personal Bookmarks

You curently have no You currently have no
entoes for today. bookmarks,

To Do List = 7]

You curanty hava el 22ty tove no amcuncerents |
items.

Calendar Week

My Grades

You curently have no new
grades.

5.2 Content Subscription

This section explains how to index your content inside a learning module. Notice the
different tabs on the top of the page, which allow you to switch between different
views. The following operations are all for the “Build” tab. The “Student View” tab
allows you to preview your module.

1. On the course homepage, select

“Learning Module” from the
“Add to Home Page” menu on
the left. In the unfolding
dialogue choose “Create
Learning Module”. A “Create
Learning Module” page
appears.

Type the title of your module,
e.g. “Demo Module”, keep the
other settings unchanged and
click “Save”. The course
homepage appears again. Click
on your newly added module
and select “Edit” from the
popup menu. The content
inventory of your learning
module appears.

Add to Course Toolbar:

Course Toolbar:
(tooks always visibla)
@ Tookbar Settings

Goto »| @]

Wou are currently on: §y Home Page

Add to Home Page
(@) Assessments » Click
B assignments »

) Chat and whiteboard »
Mo File

here to add header to page

Your Home Page is currently empty.
Select from the menu on the left to
add content

Click here to add footer to page

O5Lab - O5Lah Drve

Create Learning Madule
Link Settings

*Tithe: Cema Madule
Humbering: |1, 1.1, 1.1.1, 2. [

Table of Contents

@ pisplay / O Do nat display

Savi and Craate Another
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3. Select “Content File” from the
“Add to Learning Module”
menu on the left. In the
unfolding dialogue choose
“Select File”. The “File
Browser” loads in a separate

page.

4. Select “Upload File”. An
“Upload File” page appears.

5. Browse for your local zipped
learning module. Mark the
check box “Automatically
expand uploaded Zip files” and
click “Save”. The “File
Browser” appears. It lists your
zip and a newly created
directory, which contains all
your files.

6. Select all files inside a chapter
and click “Add Selected”. The
“File Browser” disappears and
the content inventory lists the
newly added files.

WebCT

Student View o 05
Basic View | Power View | Gontent Inventory [~ Select - ~ 28
Learming Module » Derma Module Go to: [ - Other learming modules .. [v] 2]

Demo Medule
Available: Yae | 2 Edit Gattings | = Edit Action Manu | (£ Praviaw

Add to Learning Modulo

There are currently no components in this leaming
module. To add components, use the component
list on the left.

File Broveser Help
€9 Uni Barm > 1AM ah Develsp . » Section Conta...
Basic View | Agvanced \igw Name -
Mo Files found
SLab Davelopment
]
Wy Conguter =
Uplaad File
Destination:
Subject keywords:
Savo | Cancel| | | Save and Upload Ancther
File Broveser Help

m + [AM » OELab » O5Lab Develop... » Section Conts.. » damo_modula

add Seloctod | | Cancel

Cruate Foider | | Create File | | Upload File
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7. Indent the files according to
their position in the table of
contents. Repeat the processes
described in 6 and 7 for each
chapter.

8. On the module homepage click
“Course Customization”. In the
unfolding menu choose “Page
Layouts”. The layout page
appears. Click on the icon of
your module and select
“Replace Icon” from the popup
menu. The “File Browser”
appears.

9. Select the logo corresponding to
your module from the pictures
directory and click “Add
Selected”. The “File Browser”
disappears and the layout page
is now updated. Click “Basic
View” to return to the module
homepage.

nig Module © Damo Modula

Module Dremo Module

:View | Power View | content tnventary |- Select

30 to:

Available: Yos | o Edit Sottings | P Edkt Action Meny

My WebCT | Help | L

t

O8Lab - O8Lab De en
5l

> @] ) ) Els Manager

Have 7] Title Uinked to  options »
Companant
aT [1. Introductson B &mo
E %
AT [0 1.1 Welcome m sm o
Al
tion = #T [0 1.2. The Goals and haw to Reach Tham @ Py =]
B
AT [0 1.3 Module vicinity [} Lo
b2
§ [ 1.4 My Goals B Lmo
sl ' B &
% O 15 Tips o amao
£ %
2T [0 1.6 FAQ (i) =]
B x
»7 @& Outdent All| outdent| | indent| | |Delete|
Shaw Goals |

Bulld Studaent Yiew

Basic View Power View

| Content Inventory

oo v &

Page Layout
Hattings for Organizer: Home Page

mia b
Choosa a backqround imaga:

Browse... | [ Tile the image
Remove Background

Number of colurmns:
alw

Cluse these sattings for a organizers

Al |
File Brovser Help
€9 SwiIsSS VIRTUAL... » Uni Born » 1AM » OSLab » OSLab Devilop.., » Sec . b pictures
Racic View | Advanced viaw -~
05Lab Davelopenant
B
My Computar ]
< »
Add Selected | | Camcel
Create Folder | | Craate File | | Upload File

5.3 Learning Tools Application

This section describes how to realize the learning tools presented in Section 1.3 on
page 4 with the possibilities of WebCT Vista. Table 4 gives an overview of the
didactic learning tools and how we mapped them to the WebCT Vista learning tools.

Table 4: Learning Tools Representation

Availability  Learning Tool Points WebCT Vista Representation
Always Discussion 0 Discussions — Discussion Topic
Always Logbook 25 Assessment — Quiz

1.3 My Goals 20 Assessment — Quiz

2.3 Self Test 0 Assessment - Self Test

2.4 Quiz 30 Assessment — Quiz

4.1 Personal Synthesis 20 Assessment — Quiz
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4.2 Final Quiz 40 Assessment — Quiz
4.3 Survey Assessment — Quiz

We only use discussions and assessments (of type quiz or self test). An assessment
can contain multiple questions (of type Paragraph or Multiple Choice). We distinguish
between common and specific assessments. The first category (Logbook, My Goals,
Personal Synthesis, and Survey) are identical for each module, because they contain
exactly the same questions. The second category (Self Test, Quiz and Final Quiz)
contains specific questions formulated by the module author.

5.3.1 Discussions

1. Click “Content Inventory” on
the menu bar. The content
inventory page appears. Select
“Discussions”. The discussions
page appears. Choose “Create
Topic”. A new page appears.
Enter the name of your module
and click “Save”.

5.3.2 Common Assessments

Help

OSLab - OSLab Development

Content Inventory
Discussions

Create Discussion Topic
sattings

“Title: Cemo Maduls

Description:

[ Topic is gradable (a colu
Grade Book column title
Numaric grada: Out of
Alphanumeric grade

[ eatable pasts

Locked (tof

This section describes how to add the common assessments (Logbook, My Goals,
Personal Synthesis, and Survey) to your module. As common assessments rely on the
same questions for each module, you can base your own assessments on the existing
once from the Demo Module (including the question).

1. Click “Content Inventory” on
the menu bar. The content
inventory page appears. Select
“Assessments”. The assessment
page appears. Choose “Create
Assessment”. A new page
appears. Enter the name of the
common assessment and the
corresponding module name,
select the type according to
Table 4 and base your
assessment on the prototype,
e.g. “Logbook (Prototype)”.
Click “Save”.

Halp

0O8Lab - O8Lab Development

Content Inventory
ASSossmonts

Create Assessment

*Title: oo Moduli)

Legb
Grade Book
column title

Type: & Quiz

Selact whather of ROt you want to base this assessment on an existing assessmant
{% Base on an existing assessment:
Logboak (Template) -1

Apply assessment sattings only (do not include the quastions)

2. Repeat the procedure described in 1 for each common assessment listed in Table

4.
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5.3.3 Specific Assessments

This section explains how to add specific assessments (Self Test, Quiz and Final
Quiz) to your module. As specific assessments contain questions specific to your
module, you have to exclude the questions, when basing your assessment on an
existing one from the Demo Module. You’ll have to add your own questions

afterwards.

1. Analogue to the common
assessment described above,
enter the name of the specific
assessment and the
corresponding module name,
select the type according to
Table 4 and base your
assessment on the prototype,
e.g. “Quiz (Prototype)”. Make
sure that you do not include the
questions. Also note the specific
type of the self test. Click
“Save”.

no

3. Select “Assessments” on the
content inventory page. The
assessment page appears.
Choose a specific assessment
from the list, e.g. “Quiz (Demo
Module)”. The assessment
inventory page appears.

4. Select the question type from
the “Create Questions” menu on
the left, e.g. “Multiple Choice”.
A new page appears.

Content Inventory
AsEacsmants

Create Assessment

*Title:

Grade Book
cohamn title

Type: @ Quiz

Select whether or no
N an exasting assessment:
plake) -

) Do not base on an existing assessment

Save and Add Quistions

[¥] appiy assessment settings anly (do not include the questions)

Help

O8Lab - O8Lab Development

Create Assessment

Quiz (Demo Module )

Student View tl
Basic View | Power View | Content Inventory [~Seiect - (% @] | el Manager | Dl
Assessments Search this tool Ll
@ Assessments
Type Available  Duration  Points optiens 7
Quiz unlimitad 0 eeaobDaw
GQuiiz Unlimited 40 2e0Da X
Qui Unilimated seSbax
Quiz unlimited 25 aeodha@
Quiz Unlimitad 20 eeaobDaw
Quiz Unlimited 20 aeobDay
&) Quiz unlimited 20 aEobax
[a] Quiz unlimatad 20 aeobDax
] Quiz Unlimited 0 QoD a %
& Quiz Unlimited 30 aeodiDax
I SolfTest Unlimated 0 GetDag
[a] SolfTest unlimatad 0 aedohai
0 Quiz o unlimited & aeobDa g
0 { ate) Quiz No Unlimated aecbhax
i [- ada selected component o - v @) | | Delete | | Export |

..... available: Mo | @ Edit Setting

Repeat the procedure from 1 for each specific assessment listed in Table 4.

Craate Quastions

Combination
Fill in the Blank controls.

Jumbled Sentence

hing

There are currently no questions in this
assessment. To add guestions, use the Add to

=2 ent controls. To create new questions for
this assessment, use the Create Questions
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5. Enter the title of your question,

including the assessment type R ooy

and your module name, e.g. T -
“[Quiz: Demo Module] e i:Domo ke G

Question 1”. Enter the question o o Creater O on /@08

text and the possible answers.
Unfold the section “More DT
Options” and specify the e

category of this question, e.qg.

“Quiz”. Click “Save”. The o

assessment inventory page
appears again. P —3

6. Repeat the procedures described in 4 and 5 for every question you have in this
assessment.
7. On the assessment inventory

page, adjust the points of the e e y— n,¢ | BB ansaer |

single questions to give a total s "””“"”,ﬂ,,,we,,,om,,e, B o Proitvos 2]

which corresponds to the values | 80 e o - S T

listed in Table 4. . T T " OO ¢
Total Points 30 uudate Tn:at]

[ Add Quastion Altemates | | Remove

¢

Select “Assessments” on the fehC e e | e
Content inventory page. The Basic View | Power View | Content Inven Lo q,ﬂi J EJeLi_i..._ 45|
assessment page appears. Make S B “
all assessments of your model af T LTI TR T T G
. . - O Einal ¢ aidule Quiz vos Unfimited 40 a0 aR
available by clicking the
respectlve “No" in the =] Quiz rn\_ Unimited 25 @ e ||;_: g %
« . ” =] Quiz Urbemited 25 BEeODa R
Available” column. o iz ves  uiewd m  0@ODA@R
] Quiz Urlimited 20 aREODa %

O Fodis Quiz Vs Unimited 0 BEeE0Da %

0 Quiz [ Uribrmitid 0 aEgoObDa g

] Quiz ¥ac Urlmitad l BEeE0Da %

O Quiz Unlemited 30 [N il=N W=

=] SelfTest  Yes Urderited 0 aeobaR

o SulfTmst Mo Urlemited 0 BEeoDa @

] Quiz ¥ac Urkmited 5 aefbax

Os ate} Quiz Urlemited & [N il=N W=

=] Im % Deletel Ewport

5.3.4 Link Learning Tools and Content

This section explains how to link the learning tools (discussion and assessments) with
the content. The integration is done via the action menu provided by WebCT Vista.
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According to Table 4 the discussions and logbook must be available throughout the
whole module. The other learning tools have specific locations.

1. Click “Basic View” on the
menu bar. The module
homepage appears. Click on
your module and select “Edit”
from the popup menu. The
module inventory page appears.
Select “Edit Action Menu” from
the top of the content list. The
action menu settings page
appears.

2. Select “Create Link to
Component” by clicking the
plus behind the entry
“Discussion Topic”. A new
page appears. Select the topic
for your module, e.g. “Demo
Module” and click “Add
Selected”. The action menu
settings page appears again.
Select “Create Link to
Component” by clicking the
plus behind the entry
“Assessment”. A new page
appears. Select the logbook for
your module, e.g. “Logbook
(Demo Module)” and click
“Add Selected”. The action
menu settings page appears
again. Click “Done”. The
module inventory page appears
again.

WebCT

Learning Module » Dema Module
Action Menu 2ettings for: Demo Module
Action Menu Links (1hass ik

Action Menu Links te Companents

Link aptions
Discussion Topic *
Referances &
Contant File *

*
L
*
*
URL &
Goals +*
Assignment +
Discussion Category &
*

content Inventory
Learning Module » Dema Module

Create Link to: Discussion Topics
licking Add Salactad .

] ke

[J Default Topic

v| Demo Module

#dd Selected | Cancel

Action Menu Tools

bam
Tool
B Baokmarks

& Croate Printable View

fijl Notes

options ¢
=

ym

Create Discussion Topic |

08Lab - O8Lab Devel

Action Menu Status ©0n / OO

Browsing Controls
@ o9 ©

On JOff | [hass coo

® ;s C

O%Lah - OfLab D

create Link to: Assessments

beking Add Selected

[] Titla

[ Final Quiz (Dema Madule)
[ Feval Quiz (Template)
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4. On the module inventory page
select the “Edit Component
Action Menu” for specific
entries, e.g. “1.4 My Goals” by
clicking the icon from the
option column. The action menu
settings page appears. Select
“Create Link to Component” by
clicking the plus behind the
entry “Assessment”. A new
page appears. Select the My
Goals for your module, e.g. T
“My Goals (Demo Module)” e
and click “Add Selected”. The

OSLab - OSLab Development

* ¢ % P e

action menu settings page
appears again.

Repeat the procedure in 4 for each of the remaining learning tools (2.3 Self Test,

2.4 Quiz, 4.1 Personal Synthesis, 4.2 Final Quiz, and 4.3 Survey).
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