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Chapter 1

SourceInstallation and System
Configuration

1.1 Obtaining the Sources

However thesourceswhereobtainedby CVS or asa tar archive. After checkout (or
extraction)thesourcesareassumedto be locatedin a directorycalledmicrovar. It is
stronglyrecommendedto install thesourcesasanormaluserandnotasthesuperuser.

1.2 Compiling and Installing the BaseSystem

Evenif mostof theVirtual Routersystembuildsautomatically, theSoftlink devicehas
to be compiledandinstalledseparatelydueto its dependenciesof the Linux kernel.
(seeSection1.3).
To compile the sourcesenterthe microvar directoryand typemake. The Makefile
processesall subdirectoriesandbuilds the appropriatebinaries. The Makefile in the
microvar directorycontainsalsothedestinationtheVirtual Routersystemwill finally
be installedto. This locationshouldbeadaptedbeforeinstallingthebinaries.Adjust
thePREFIX to yur needs.After thatamake install will install thebinariesand
setupall requiredfiles.

1.3 Setting up the Softlink Devices

TheVirtual Routerallows to beintegratedinto realnetworks. For this connectionthe
Softlink kernelmoduleis required.If you do not want to connectthevirtual network
to aphysicalone,youcanskipthissection.Evenif theVirtual Routeritself is anormal
userspaceprogram,theSoftlink DevicesareKernelmodulesandmay requiresome
adjustmentsto theLinux kernelsources.You will alsoneedsuperuserrightsto install
theSoftlink kernelmodules.

1.3.1 Configuring the Linux Kernel Source

TheSoftlink modulecrucially dependson a correctsetup of theLinux kernelsource
treeand the accordingheaderfiles. This Sectiondescribesthe appropriatesetupof
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theLinux kernelsourcesto allow a compilationof theSoftlink Device modules.The
Linux kernelsourceis assumedto be installedunder/usr/src/linux. To compile the
Softlink moduleit hasto madesure,that thecompilerusesthecorrespondingLinux
kernel headerfiles, usually locatedunder/usr/include. This is while the linux and
the asmdirectory locatedtherehave to be softlinked (man ln) with the appropriate
directoriesin /usr/src/linux/include1.

1.3.2 Compiling the Softlink Device

After theheaderfiles wereadjustedcorrectly, theSoftlink Device canbecompiledby
enteringthemicrovar/softlinkdirectoryandtypingmake.

1.3.3 Loading the Softlink Module

Now theSoftlink modulecanbe loadedinto thekernel. You have to beroot anduse
themodprobe or theinsmod commands.It shouldbe mentionedhere,that your
only have to loadthekernelmoduleonce,evenif you wantmultiple Softlink devices.
Perdefault themoduleis configuredto provide eightdevices.Thesesettingmight be
changedby adjustingtheline#define NOF 8 in thefile softlink.h.additionallythe
correctdevice entriesin the/dev directoryhave to becreated.

1.3.4 Creating the Devicefiles

TheSoftlink devicesmapsanetwork deviceto characterdevice/dev/sol
�
,...,/dev/sol�

with the major number ��� andthe minor numbers
�����	�	�	� � with � is the numberof

configuredSoftlink devices. (seealsomanmknodfor informationaboutthecreation
of deviceentries).Thescriptmicrovar/softlink/makedeviceswill createthedevicefiles
for you. Edit thescriptfile to adjustthepermissionsof thedevice file.
It is recommendedto changetheownerandthegroupof the/dev/soldevicesfrom root
accessonly to astandarduseror ausergroupsothedevicescanbeaccessedby normal
userswithout root permissions.It is importantfor the systemto work properly, that
bothreadandwrite accessis enableson thedevices.

1.3.5 Settingup Interfacesand Routers

Oncethesoftlink moduleis loadedinto thekernel,theLinux network devicescanbe
configured.They have thenamesol0to sol7in thedefault setup.TheLinux interfaces
cansimply be addedby the Linux ifconfig command. (seeman ifconfig). For
examplethecommand(you have to beroot!)

ifconfig sol0 10.1.1.1 netmask 255.255.255.0 broadcast 10.1.1.255

will setupandconfigurethenetwork interfacesol0. Finally yourmachinesinterfaces
maylook like this listing producesby theLinux ifconfig command.

1This requires/usr/src/linuxto containa fully configuredkernel tree(e.g. at leastonetime usedto
compilea kernelfor thissystem)



eth0 Link encap:Ethernet HWaddr 00:30:48:21:35:A4
inet addr:130.92.70.30 Bcast:130.92.70.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1667863 errors:0 dropped:0 overruns:0 frame:0
TX packets:1475811 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
Interrupt:31 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:3924 Metric:1
RX packets:536509 errors:0 dropped:0 overruns:0 frame:0
TX packets:536509 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

sol0 Link encap:Ethernet HWaddr 00:53:4F:46:54:4C
inet addr:10.1.1.1 Bcast:10.1.1.255 Mask:255.255.255.0
UP BROADCAST RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:92 errors:0 dropped:0 overruns:0 frame:0
TX packets:170 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

eth0 is thenormalLinux network interface

lo is thestandardloop backdevice

sol0 is the softlink device. Packetssendto this network device may be readfrom
thedevice file /dev/sol0

To routepackets to thevirtual topologytwo routing tableentrieshave to be created.
First of all the entry regarding the 10.1.1.0 subnetis automaticallycreatedby
addingthesol0 device with theifconfig command.Theentry dealingwith the
172.1.1.0 subnethave to becreatedbecauseof theaddresstranslationsystemlater
describedin Section3.3. Thefollowing linesshow theoutputof theroute program
on theLinux host.

Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
172.1.1.0 * 255.255.255.0 U 0 0 0 sol0
10.1.1.0 * 255.255.255.0 U 0 0 0 sol0
localnet * 255.255.255.0 U 0 0 0 eth0
default enos.cnds.unibe 0.0.0.0 UG 0 0 0 eth0

1.4 The Virtual Router Configuration File

TheVirtual Routercanreada configurationfile vr.conf duringstartup.Thesecon-
figurationfile allows to modify thebasicbehavior of theprogram.Theconfiguration
file is not thoughtto allow the configurationof the whole system,but only of a few
basicaspects,astheaccessmechanisms,whichwill beusedfor thelaterconfiguration.

binary shell: A yesor a no defines,whetherthe internalshell switchesto raw
binarymodeandexpectsbinarydatainsteadof humanreadablecommands.In
binary mode,theoutputwill of coursealsobe binary (seeChapter5). This is
usefulif otherconfigurationtoolsshallbeusedinsteadof theinternalshell.Ths
binarymodeis notavailableif theshell is usedin consolemode.



hostname of shell: Thisallows to tell theshell,to whichhostaddressit should
bind thesocket. If this entryis commentedout, theVirtual Routerwill perform
theusualgethostname() call to gettheaddressof thehost.This parameter
is usefulto bind to aspecificaddressastolocalhost if nonetwork systemis
defined.

port of shell: This is theport theshell listensto for a TCPconnection.If this
parameteris left emptyor setto 0 theshellworksin consolemode.

lob extension: This is the extensionthe Virtual Routerexpectsfor LOBs. As
default this is .vr.

lob path: thepath,theVirtual Routerlooksfor theLOBs

shell password: if definedtheVirtual Routerwill wait for an password before
allowing shellaccess.

shell password tries: defineshow often theuseris allowed to typea wrong
password until theshellkicks him out.

restrict source: if anIP addressor a hostnameis sethere,theVirtual Router
will only acceptTCPconnectionsfrom this address.This is very usefulto re-
strict shellaccessto aspecificmachine.(to beimplemented)

if bandwidth: thedefault bandwidthfor Virtual Routerinterfacesin Megabitper
second.Thevaluedefinedhereis usedfor thefirst initialisationof theinterface.
Whennotdefined1.0Mbpsis assumed

if bucketsize: thedefault bucketsizefor Virtual Routerinterfacesin bytesused
duringfirst initialisation. Is setto 2048byted,if notdefined.

tbf bandwidth: the default bandwidthfor new instantiatedTBFs in the Virtual
Routersqueueingsystemin Megabitpersecond(seealso5.7.7).If not defined,
theVirtual Routerinitialisesit’s tbfswith 2.0Mbps.

tbf bucketsize: thedefault bucketsizefor new instantiatedTBFsin theVirtual
Routersqueueingsystemin bytes. (seealso5.7.7). If not defined,the Virtual
Routerinitialisesit’s tbfswith 2048bytes.

dpt queuelen: thedefaultqueuelentheVirtualRouterusesfor thedroptailqueues
in the queueingsystem(seealso5.7.7) If not defined,the Virtual Routerini-
tialisesits droptailqueueswith acapacityof 16 packets.

softlink basename: the basicstring with is usedto createthe filenameof the
softlink devices.Thecompletefilenameis thisstringplusthenumberof thede-
vice. Thedefault for thisstringis /dev/solcausingthedevicefilename/dev/sol0,
/dev/sol1,... .

fifo basename: this is the string usedfor accessingthe FIFO files. For more
informationaboutFIFOfilesseesection3.1.As defaul thefifo filesaresearched
underPREFIX/fifos.(seeSection1.2).



iptrans enable: this switch enablesor disablesiptranslationfor the complete
router. Perdefault ip translationis off (seeSection3.3).





Chapter 2

Testingthe Installation

2.1 OneRouter only

This simpleexamplecheckswhethertheVirtual Routeritself is operationalandif the
LoadableObjectscanbefound.This is doneby simplystartingtherouter, creatingan
interfaceandsendingechorequeststo this interface.

MicroVar Shell
> ifconfig add if0 10.1.1.1
name: if0
ip-address: 10.1.1.1
netmask: 255.255.255.0
broadcast: 10.1.1.255
bandwidth(bps): 1000000 bucketsize(bytes): 2048
drops: 0 errors: 0
rx: 0 tx: 0
connection none
> load ping 10.1.1.1
object ’ping’ loaded, id is 0, mode is STAY
> 64 bytes from 10.1.1.1: icmp_seq=0 icmp_id=42 ttl=64 time= 0.0 ms
64 bytes from 10.1.1.1: icmp_seq=1 icmp_id=42 ttl=64 time= 0.0 ms
64 bytes from 10.1.1.1: icmp_seq=2 icmp_id=42 ttl=64 time= 0.0 ms
3 packets transmitted, 3 packets received
round-trip min/avg/max = 0.0/ 0.0/ 0.0 ms

2.2 Two Virtual Routers

In thesecondconfigurationtwo routersaresetup andconnectedwith fifo links. The
routersget the ip addresses10.1.1.1and10.1.1.2.Finally a setof pingsis sendfrom
onerouterto theother.

Router A

MicroVar Shell
> ifconfig add if0 10.1.1.1
name: if0
ip-address: 10.1.1.1
netmask: 255.255.255.0
broadcast: 10.1.1.255
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bandwidth(bps): 1000000 bucketsize(bytes): 2048
drops: 0 errors: 0
rx: 0 tx: 0
connection none
> ifconfig if0 connect fifo 0 r
name: if0
ip-address: 10.1.1.1
netmask: 255.255.255.0
broadcast: 10.1.1.255
bandwidth(bps): 1000000 bucketsize(bytes): 2048
drops: 0 errors: 0
rx: 0 tx: 0
connection local id: 2
end of cable r
> ifconfig if0 qs create droptail
Component created with id 1
> ifconfig if0 qs chain 0 1
components connected
> ifconfig if0 qs chain 1 0
components connected
> route add 10.1.1.0/24 if0
route 10.1.1.0/255.255.255.0 to if0 added
>

Router B

MicroVar Shell
> ifconfig add if0 10.1.1.2
name: if0
ip-address: 10.1.2.1
netmask: 255.255.255.0
broadcast: 10.1.1.255
bandwidth(bps): 1000000 bucketsize(bytes): 2048
drops: 0 errors: 0
rx: 0 tx: 0
connection none
> ifconfig if0 connect fifo 0 l
name: if0
ip-address: 10.1.1.1
netmask: 255.255.255.0
broadcast: 10.1.1.255
bandwidth(bps): 1000000 bucketsize(bytes): 2048
drops: 0 errors: 0
rx: 0 tx: 0
connection local id: 2
end of cable l
> ifconfig if0 qs create droptail
Component created with id 1
> ifconfig if0 qs chain 0 1
components connected
> ifconfig if0 qs chain 1 0
components connected
> route add 10.1.1.0/24 if0
route 10.1.1.0/255.255.255.0 to if0 added
> load ping 10.1.1.1
object ’ping’ loaded, id is 0, mode is STAY
64 bytes from 10.1.1.1: icmp_seq=0 icmp_id=42 ttl=63 time= 0.1 ms



64 bytes from 10.1.1.1: icmp_seq=1 icmp_id=42 ttl=63 time= 0.1 ms
64 bytes from 10.1.1.1: icmp_seq=2 icmp_id=42 ttl=63 time= 0.1 ms
3 packets transmitted, 3 packets received
round-trip min/avg/max = 0.1/ 0.1/ 0.1 ms
>





Chapter 3

GeneralAspects

3.1 Connections

A Virtual Routerhasto receive and to sendpackets. Usually, this is doneover the
attachedcommunicationchannels.

connectionsto a softlink device: This typeof connectionis usedto enablethecom-
municationbetweena Virtual Routeranda realnetwork. The interfaceis con-
nectedto a softlink device, provided by a Linux kernel moduleas described
in Section1.3. This allows theVirtual Routerto exchangepacketswith a real
network

connectionsbetweenVRs via FIFO pipes: This connectiontype is usedto connect
two VRs runningon thesamecomputer. It allows to forwardpacketsfrom one
VR to anotherandis simply basedon Unix pipesbetweentwo processes.Since
Unix pipesaresimplex, two pipesareusedfor eachconnection.

connectionsbetweenVRs via UDP tunnels: Tunnelling basedon UDP is usedto
exchangepackets betweenVRs on differentcomputers.IP packets to be for-
wardedto anotherVR areencapsulatedwithin anUDPpacket andsentto aspe-
cific portof theremotehost.TheoppositeVirtual Routerhasto beconfiguredto
listento thisUDPportandreadpacketsfrom there.Likeany otherconnectionit
mustbeduplex, sincetheVR’s interfaceson bothsidesof theconnectionhave
to receive andtransmitUDP packets.

Receiveddatais processedby an IP network addresstranslationunit (NAT). This al-
lows to force the routingof packetsthroughan emulatedtopologyby modifying the
destination/sourceaddresspair within a VR. Thereforeit is possibleto setup large
networks on a singlecomputer. The addresstranslationmechanismis powerful but
complex. A moredetaileddescriptionof theaddresstranslationfeaturewill begiven
in Section3.3.

3.2 Topology, Layout and VR Distrib ution

Theideaof aVirtual Routeris to emulateasinglerouter, notanendsystem.Realend
systemsaremeantto beusedastraffic sourcesandsinks.
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Host A VR 1 VR 2 VR 3 Host B

Figure3.1: TwoendsystemsconnectedoverthreeVirtual Routers

The diagramabove shows a typical simpleset-upof two hosts(A,B) connectedvia
threeVRs (1,2,3),allowing to sendtraffic (UDP, TCP, ...) from hostA to hostB and
viceversa.To establishaconnectionto acomputer’s network layer(seeSection3.1)a
softlink device hasto beused.This requiresa VR runningon thesamecomputerthe
softlink device is installed.Nevertheless,severalset-upsarepossible.

Host A VR 1 VR 2 VR 3 Host B

Computer 1 Computer 2

Host A VR 1 VR 2 VR 3 Host B

Computer 2Computer 1

Host A VR 1 VR 2 VR 3 Host B

Computer 1 Computer 3 Computer 2

Figure3.2: Distributing VRsto endsystems

Diagram3.2showshow Virtual Routersmaybedistributed.Oneachcomputer, which
hasaninterfaceto beconnectedto aVR via softlink device,aVR hasto bestarted.VR
2 might beplacedeitheron computer1 or 2 or on anadditionalcomputer3 between.
A concreteset-upwould dependon theavailableprocessingpower of thecomputers
andthebandwidthof thenetwork thecomputersareconnectedwith.

VR 3

Computer 3VR 2

VR 1

VR 5

VR 4

Computer 2

Computer 1 Computer 4

Computer 5

Host A

Host B

Host C

Host D

Figure3.3: Increasingthenumberof endsystems

Theuseof separateendsystemsfor eachtraffic sourceorsinkwouldcauseasignificant
demandfor computersin a topology of a reasonablesize as can be seenin Figure
3.3. Fortunately, IP addressesareusuallyboundto thenetwork interfaces(or logical
interfaces)of that computer. As mentionedin Section3.1, the softlink device is an
emulationof anormalnetwork interfaceandlikeotherinterfacesit ownsanIP address.
Sinceit is possibleto createseveral softlink devices on a computer(up to 256), a



computermayappearat differentpointsin a topologyassourceandsink at thesame
time(seeFigure3.4).

VR 3

Computer 2

VR 4

VR 5 Host D

Host C

Computer 3

VR 1

VR 2Host B

Host A

Computer 1

Figure3.4: usingmultiplesoftlinkdevices

Unfortunatelyit is not simple to usea computerassourceandsink simultaneously
andforwardtraffic from thecomputerthroughanemulatedtopologybackto itself. At
leasttheLinux network layerwill detect,thatthedestinationaddressis oneof thelocal
(softlink) interfacesandwill ignoretheaccordingentry in the routing table. Without
changesto thenetwork layer, thereis no workaroundfor thatbehaviour. Fortunately,
thereis away to trick theLinux routerto forwardthepacket to theemulatedtopology
usingtheaddresstranslationmechanism.

3.3 AddressTranslation

To usea singlecomputerasmultiple sources,sinksandalsoaslocationfor oneor a
coupleof Virtual Routerstheaddresstranslationmechanismcanbeused[BB00b]. In
Figure3.5this simpleset-upis shown.
Packetson hostA shall now be sentthroughthe Virtual Routerto hostB. Thesame
computeractsastwo differenthostsby settingup two softlink devices. The Virtual
Routerconnectingthehostsrunson thesamecomputer.
If a packet now is directly sentto the address
���
 of hostA, the network layer of
the computerwill detectthat 
���
 is an interfaceof the samecomputerandprocess
thepacket internally, insteadof sendingit throughthesoftlink devicesandtheVirtual
Router.
To copewith this problem,an addresstranslationwithin the softlink connectionis
performed.A packet, which is receivedby theVirtual Routerover a softlink connec-
tion with the source,destinationaddresspair ��
�������� � 
������ ����� is mappedto a packet��
�������� � 
��! #"�$�$ �%��&� ��� � .
A packet, which is forwardedby the Virtual Routerover a softlink connectionto an
endsystem��
����'��� � 
������ ����� is mappedto apacket ��
��  #"�$�$ �%������ � 
������ �'��� .
This mechanismallows to forwardingpackets transparentlythroughoneor multiple
VRs even, when the destinationinterface is placedon the samehost as the source
interface.
Thefollowing sequenceshowsthetranslationsandthechangetopacketheadersduring
theforwardingof thepacket.
We usethe network shown on the diagramabove to demonstratethe mapping. A
packet shallbesentfrom (*) oderVR 1 to (,+ . Thepacket is now not directly sentto
������ �'� but to 
��  #"�$&$ ������ �'� .
Sothecomputersendsapacket with theaddresses



VR

Computer

Host A
10.1.1.1

Host B
10.1.2.1

Figure3.5: A Virtual Routerconnectedto twohostinterfacesof thesamecomputer

��
�������� � 
��  #"�$�$ �%��&� ��� �
over interface (-) . Receiving this packet on a softlink connection,the VR translates
thedestinationaddressto thecorrectdestinationaddress.

��
����'��� � 
������ �'���
Assumingthe routing tableswithin theVR aresetup correctly, theVR will forward
thepacket to theVR-interfaceconnectedto (,+ . Herethesourceaddress
�������� will be
translatedto 
��  #"�$&$ �������� . ��
��  #"�$&$ �������� � 
������ �����
Thecomputerreceiving thispacketonhostinterfaceB candirectly reply to thepacket
by usingthe 
��  #"�$�$ �%������ asdestinationaddress.Thesametranslationwill take placein
theotherdirection.
As theset-upof thisaddressmappingschemecanbequitecomplicated,theVR maps
in his default set-upany addressfitting 172.0.0.0/8 to 10.0.0.0/8, with only
thefirst bytebeingreplaced.Soa packet sentto 172.1.19.22 androutedto a VR
is theremappedto a10.1.19.22. Thesameis donein theoppositedirection.This
settingswork fine, if the softlink interfaceof the hosts(A,B) have addressesof the
10.0.0.0 network.
To illustratethatmechanisma shortexampleshall begiven. As shown in Figure3.5
Host A hasthe address10.1.1.1 andhostB the address10.1.2.1. Both hosts
arerealisedby softlink interfacesof thesamecomputerandareconnectedby aVirtual
Routerrunningonthiscomputer. A packetshallbesentfrom hostA to hostB over the
Virtual Router. If thepacket would be sentdirectly to 10.1.2.1 it would not pass
theVR but beprocessedwithin thecomputer.
Therefore,thepacket is sentto address172.1.2.1 insteadof 10.1.2.1. On the
computera routewassetup sendingpacketsfor 172.1.2.* to the Virtual Router.
WhentheVirtualRouterreceivesthepacket, it translates172.1.2.1 (thedestination
address)backto 10.1.2.1 andforwardsthepacket – accordingto its routingrules
– to hostB. Leaving theVirtual Router, thepacket’s sourceaddressis modified. The
original sourceaddress10.1.1.1 of host A is replacedby 172.1.1.1. Being
received by Host B, the packet is now addressedto 10.1.2.1 andoriginatesfrom
172.1.1.1. Thetranslationof thesourceaddressallowsadirectanswerbackto this
address,automaticallyforcinga routingthroughtheVirtual Router.
Even when this mechanisminteractssmoothlywith external network devices, it is
complicatedandmainly thoughtto setup small networks for developmentpurposes.
In suchascenariothecapabilityto work ononly asinglecomputeris very important.



Sincefor larger topologiesusuallyat leasttwo computersareused,theaddresstrans-
lation is notnecessary.





Chapter 4

The Inter nal Shell

In additionto the describedbinary format, the VR alsoprovidesa parserto process
humanreadablecommandsandto producereadableASCII format. In this chapterthe
availablecommandsandtheir outputwill bepresented.It shouldbementionedhere,
that theseinterfacesdo not provide analternative accessto thebaseforwardinglayer.
Theseinterfacefunctionsonly parsea commandstringandtranslateit to appropriate
binarydata.Thebinarydatais sentto thebaseforwardinglayerover anAPI channel.
Vice versaoutputreceived on theAPI channelis translatedto a humanreadablefor-
mat. It is stronglyrecommendedto usethebinaryformatfor automaticconfiguration
becausethesehumanreadablecommandsmaychangefrequently.

4.1 Configuring the Interfaces

This commandcoversall configurationsof andVRs interfaces.Eachinterfacehasan
uniquename,whichis usedto identify theinterfaceto beconfigured.Thelengthof the
nameis limited to 9 chars.In thefollowing sectionit will bedescribed,how interfaces
aresetup andconfigured.

Command Syntax:

ifconfig help:

ifconfig
ifconfig add <ifname> <ip-address> [netmask] [broadcast]
ifconfig <ifname>
ifconfig <ifname> delete
ifconfig <ifname> reset
ifconfig <ifname> if <newid>
ifconfig <ifname> bw <bandwidth> [buckettime]
ifconfig <ifname> address <ip> [netmask] [broadcast]
ifconfig <ifname> connect ...
ifconfig <ifname> disconnect
ifconfig <ifname> ttx ...
ifconfig <ifname> trx ...
ifconfig <ifname> qs
ifconfig <ifname> qs conns
ifconfig <ifname> qs list
ifconfig <ifname> qs create [droptail|tbf|scheduler|classifier]
ifconfig <ifname> connect sol <#no>
ifconfig <ifname> connect fifo <#no> <{l|r}>
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ifconfig <ifname> connect tunnel <hostname> <dest_port> <src_port>
ifconfig <ifname> connect ipip <hostname> [mtu]
ifconfig <ifname> qs chain <component id1> <component id2>
ifconfig <ifname> qs <component id> reset
ifconfig <ifname> qs <component id> status
ifconfig <ifname> qs <tbf-id> bw <bandwidth> [bucket size]
ifconfig <ifname> qs <droptail-id> ql <queuelen>
ifconfig <ifname> qs <scheduler-id> wt <component id> <weight>
ifconfig <ifname> qs <dsmarker-id> mark ... as ...
ifconfig <ifname> qs <dsmarker-id> erase ... as ...
ifconfig <ifname> qs <trio-id> ql len0 len1 len2
ifconfig <ifname> qs <trio-id> mode {hard|linear}
ifconfig <ifname> qs <scheduler-id> mode {wfq|prr|rr|pwfq}

Interfaceconfiguration,which is supportedby theAPI canbedoneby this command.
The commandwithout any argumentsresultsin a listing of all configuredinterfaces
with their parameters.

4.1.1 Creatinga newInterface

> ifconfig add if0 10.1.1.1
ip-address: 10.1.1.1
netmask: 255.255.255.0
broadcast: 10.1.1.255
bandwidth(bps): 1000000 bucket size(bytes): 125000
drops: 0 errors: 0
rx: 0 tx: 0
rx-t-ip 172.0.0.0 rx-t-nm 255.0.0.0
rx-t-val 10.0.0.0 rx-t-pat 255.0.0.0
tx-t-ip 10.0.0.0 tx-t-nm 255.0.0.0
tx-t-pat 255.0.0.0
connection none

This interfacewasaddedwithout any parametersexceptthe interfacenameif0 and
theIP address10.1.1.1. Therestof theparametersarethedefault values.

4.1.2 Connectingand DiconnectingInterfaces

Also theconnectionof interfacesis handledby theifconfig command.Therearethree
waysfor connectinginterfaces:

. ConnectionsbetweenVRs runningon thesamehost(IPC). Theseconnections
canbeestablishedby submittingthe link numberandthe”end” of thecableto
theifconfig command.

ifconfig <ifname> connect fifo #no {l|r}

Theseconnectionsaremappedto the appropriateFIFO queueson the system.
The”left” endof the”cable” is associatedwith theendid 0, whereasthe”right”
endhastheid 1.. ConnectionsbetweenVRS ondifferenthosts.

ifconfig <ifname> connect tunnel remotehost tx_port rx_port



To establisha connectionbetweentwo VRs on differenthostsUDP tunnelsare
used.Theseconnectionsrequirethespecificationof theremotehostandtwoport
numbers.Theport is theport,wherethepacketsaresentto, thesecondnumber
specifiestheport,whereincomingpacketsfrom thesehostsareaccepted.. A connectionto aSoftlink devicecanbeestablishedby thecommand.

ifconfig <ifname> connect sol #no

The numberspecifiesthe softlink device on the system. An interfacecanbe
disconnectedwith the

ifconfig <ifname> disconnect

command.. Settingup IP over IP tunnels

ifconfig <ifname> connect ipip 10.42.10.43 1200

Thetunnelconnectionmentionedabove is usedto connecttheinterfacesof two
virtual routers.This tunnelis comparableto anEthernetcableconnectingtwo
real routers. In contrastthereis a possibility to encapsulateIP packetswithin
other IP packets and tunnel them througha network to anotherrouter. This
mechanismis also called IP over IP tunnels. Settingup an ipip connection,
packets routedto that interfaceareencapsulatedwithin an IP packet and for-
wardedto thespecifieddestinationaddress.Thesedestinationaddresscanalso
be a remote(not neighbouring)router. A router receiving thesepackets will
decapsulatethepacket andtreatits payloadasanormalIP packet.

4.1.3 Configuring an Interface’s QueueingSystem

Eachinterfacehasanown queueingsystemattached.This queueingsystemmaycon-
sistof severalcomponentsconnectedto eachother. A moredetaileddescriptionabout
thesinglecomponentsis providedin Chapter5.7.Theminimumqueueingsystemcon-
sistsout of a singledroptailqueue.Onefrom a coupleof componentsmaybechosen
andinstantiatedusingthecommand

ifconfig <if> qs create <component type>

where<if> is the nameof the interfacethe queueingsystemis attachedto andthe
nameof the componenttype to be instantiatedis given by <component type>.
Seetheabove mentionedChapter5.7aboutthequeueingsystemfor a list of available
componenttypes.Thecommandreturnsan id for thenewly createdcomponent.All
configurationcommandswill usethis id asreferencefor thecomponent.
The next stepis to connectthis componentto other components.Eachcomponent
getspacketsfrom at leastoneothercomponentandhasat leastonecomponentit may
forwardpacketsto. Othercomponent-types(e.g. schedulers)allow to receive packets
from severalothercomponents,otheronesallow to forwardpacketsto multiple other
components.
To tell acomponentwith theid 3 to sendpacketsto thecomponent17 thecommand



ifconfig <if> qs chain 3 17

is used. If thecomponent3 allows to forward packetsto additionalcomponents,the
samecommandmaybeusedagain.Soanadditional

ifconfig <if> qs chain 3 19

allows component3 to forwardpacketsto bothcomponents17 and19. Which packet
is forwardedto which componentis not affectedby this configuration.This decision
dependsonly on theinternalmechanismsof number3 andmayhave to beconfigured
separately.
The othercase,that a componentreceived packets from multiple othercomponents
maybeconfiguredanalogous.
As the queueingsystemsset up might have to be adaptedtheselinks betweenthe
componentsmight bealsoremovedby thecommand:

ifconfig <if> qs unchain <id1> <id2>

Severalcommandsareavailableto maintaintheinstantiatedcomponentsandthelinks
betweenthem.

ifconfig / if 0 qs avail shows a list with all availablecomponenttypes.

ifconfig / if 0 qs list will show a shortlist of all instantiatedcomponents
with their componentid andtheir type.

ifconfig / if 0 qs conns listsall connectionsbetweencomponents.Foreach
componentthetypeandtheid is shown.

ifconfig / if 0 qs / id 0 status shows theconfigurationandthestatusof
thecomponentwith id <id>. Dependentonthecomponenttypetheinformation
printedheremight bemoreor lessdetailed.

ifconfig / if 0 qs / id 0 reset resetsall statisticalcountersfor the ele-
ment.Thesearemainlycountersfor in andoutgoingpackets.

As mentionedabove thelinks betweenthesinglequitegenericmodulesof thequeue-
ing systemdefineonly thebasiclayout. For final behaviour alsotheconfigurationof
thesinglecomponentsis important.Thefollowing list givesashortdescriptionof the
configurableparametersfor eachcomponent.

token bucket filter (tbf): The following commandallows to modify the bandwidth
and(optional)thebucket sizeof a tokenbucket filter.

ifconfig <if> qs <id> bw <bandwidth> [bucket size]

The<id> valuehasto betheid of a tbf component.Thecommandexpectsthe
bandwidthin Mbps (e.g. 2.0 for 2 Megabitper second)andthebucket sizein
Megabit.



droptail queue(droptail): At the momentthe only parameteravailable,which can
be setat the droptail queueis the queuelen.This valuedetermineshow many
packetsmight bestoredin thequeue.

ifconfig <if> qs <dpt-id> ql <queuelen>

genericscheduler(scheduler): The genericschedulerallows moreparameterto be
set. Sincethe schedulermay operatein differentmodes,thesemodemay be
changed.For adetaileddescriptionof modesseeChapter5.7.

ifconfig <if> qs <sched-id> mode {wfq|rr|prr|pwfq}

Dependenton the modean additionalparameteris necessary. This parameter
is calledweightandmight beinterpretedasbandwidthshare,asa priority or is
simply ignoredby thescheduler.

ifconfig <if> qs <sched-id> wt <id> <wt>

The weight value can be set for eachcomponentprecedingthe scheduler(a
schedulerhasusuallyseveral incominglinks), sothesecond<id> valuespeci-
fieswhichweightshallbeset.

classifier: The classifierhasusuallymultiple follow up components.The classifier
allows to setrules,specifyingwhich packet is forwardedto which component.
Thesyntaxto setupsucha rule is:

ifconfig <if> qs <cls-id> <dip/nm> <sip/nm>
[<p>] [<t>] to <id>

The<dip/nm> and<sip/nm> specifya rangeof destinationandsourceIP
addresses.If thenetmaskis omittedthenetmask255.255.255.255. is as-
sumed.Thespecificationof theprotocolid andtheToSbytevalueareoptional.
The<id> following thekey wordto specifiesthecomponentpacketsmatching
this filter will be forwarded.Theremaybe multiple suchrulespointing to the
samecomponent.

Rulesdefinedat theclassifiercanberemovedby:

ifconfig <if> qs <cls-id> del <dip/nm> <sip/nm> [<p>] [<t>]

DiffServMarker

TheDifferentiatedServicesMarker componentcanbeconfiguredwith a setof
rules, specifyingwhich flow shall be marked with which DSCPup to which
bandwidth.

ifconfig <if> qs <dsms-id> mark [source a.b.c.d/n]
[dest a.b.c.d/n] [proto p] [tos t] as <service>



The commandallows to specifythe flow by sourceanddestinationaddresses,
the protocolandthe ToS Byte value. The servicespecifieswhich DSCPshall
beset.Theservicecansimply beEF for theExpeditedForwardingserviceof a
termlike

af[1|2|3|4]:bw1[:bs1]:bw2:[bs2]

for AssuredForwarding. Theinitial af1, af2, af3, or af4 specifiestheAF class.
Thisparameterhasto befollowedeitherby two or by four otherparameters,set-
ting eitherthemaximumallowed bandwidthsfor low andmediumdropprece-
denceor the bandwidthvaluesand the bucket sizesof the accordingToken
Bucket filters.

TRIO queue

TheTRIO queueis aspecialqueuedesignfor theAF serviceby droppingpack-
etswith specificDSCPswith differentprobability. This behaviour canbe in-
fluencedby settingdifferentqueuelengthsfor thedroppingprobabilities.The
command

ifconfig <if> qs <trio-id> ql 10 20 30

will configureaTRIO queueto amaximumqueuelengthof 30 packets.Packets
with high dropprecedencearedroppedif thequeuelengthexceeds10 packets,
whereaspackets with mediumdrop precedencearedroppedonly if the queue
exceeds20 packets.Thereis anadditionalparameterto influencethealgorithm
usedto calculatethedroppingprobability. Thisparametercanbesetby

ifconfig <if> qs <trio-id> mode {hard|linear}

Thedifferentalgorithmsaredescribedin section5.7.7.

4.2 Setting up Routes

This commandallows to add,list anddeletestaticroutesin the baselayer’s routing
table. Even when the baselayer’s routing rules supportsource,protocol and ToS
basedroutingandthebinaryAPI alsoallows to setup thoseroutes,theASCII based
commandfront endcurrentlyonly supportsthesetup of ”standard”routingrules.

Command Syntax:

route help:
route
route add <ip/nmb> <interface>
route add <ip> <nm> <interface>



4.3 Querying systeminformation

Thesystemcommandsoffer a possibilityof accessgeneralaccessto systeminforma-
tion, asthecentralscheduleror themoduleloader.

Command Syntax:

sys help:

sys events
sys filters
sys lobs

sysevents: lists theregisteredschedulerevents.A typical outputfor a shellandtwo
interfaceslookssomewhatlike:

shell susp 0.0 type R thrown - read 0 write 0 hits 6
if0 susp inf type RW thrown - read 3 write 3 hits 1
if1 susp inf type RW thrown - read 5 write 4 hits 1

sysfilters: not yet implemented

syslobs: this commandallows to list all currentlyloadedobjects.

name hellot, id 0, mode THREAD , size 10 kb, up 110.10 min
name pyan, id 3, mode THREAD , size 90 kb, up 3.10 min

4.4 Loading new Objects to the VR

This commandallows the loadingof additionalmodules,socalledLoadableObjects
into the VR kernel. The commandsyntax is simple and allows to passadditional
commandline argumentsto theLOB.

load help:

load <lob> [arg1] [arg2] [arg3] [...]

Theshellreplieswith someinformationabouttheloadedobjector anerrorcode.
A typical outputmight look like:

object ’hellot’ loaded, id is 0, mode is THREAD

4.5 Connectiing external APIs

To connectexternalAPIs the attachcommandallows to usetwo file systemfifo file
(seealsomanmkfifo) to be usedto exchangebinary control andresultblocks. The
commandexpectsthefilenameof thefifo files.

attach <fifo_out> <fifo_in>





Chapter 5

Virtual Router API

ThisdocumentdescribestheinterfacebetweentheVirtual Router’s (VR) coremecha-
nismsandanapplicationrunningontopof theVR. Theapplicationmayuseeitherthe
loadableobjectmechanismto accesstheVirtual Routeror is runasanexternalprocess
usingacommunicationchannelto interactwith theVirtual Router.

5.1 API channelsand VRCB handles

A Virtual Routermayhave severalAPIseachusedby anotherapplicationlike a shell,
a packet monitor or a graphicalfront end. EachAPI establishesan API channel,a
duplex connectionbetweentheVirtual Routerandtheprogram.
Sinceonly thischannelis usedfor thecommunication,theprogrammayalsoaccessa
Virtual Routeron a remotecomputer.
Thecommunicationis basedon Virtual RouterControlBlocks (VRCBs)andVirtual
RouterResultBlocks (VRRBs). The Virtual Routerreceivesa control block, parses
it, executesthe commandandreturnsan appropriateresultblock. Thereareseveral
control andresultblocksfor differentcommandsandthe accordingresults.All data
typesarein network byteorder. A ulongspecifiesafour byte,aushortatwo bytewide
integer.
To allow asimpleparsingof thecontrolandresultblocksahierarchyof controlblock
exists. Eachblock startswith a genericheader(VRCB/VRRB) and is followed by
commanddependentdata. A specifierat the beginning of the control block defines
theformatof thefollowing data.Additionally, thebasicVRCB containsa handleand
informationaboutthecontrolblock lengths.

VRCB Control Block
ushort Handleof thecontrolblock, it will bereferencedin there-

turnedresultblock
ushort total lengthof controlblock
ushort VRCB commandspecifier

Thehandleis uniqueandreferencedby thereturnedresultblock. This allows a sim-
ple mappingbetweencommandsandtheaccordingresults. Currently, the following
VRCB commandspecifiersaredefined:
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VRCB commandspecifiers
1 addaninterfaceto theVirtual Router
2 deleteaninterface
3 get list of interfaces.This will returna list of num-

bersusedto referenceaninterface
4 queryaninterfaceby its name.
10 changinginterfaceparameters(bandwidth,...),mod-

ify thequeueingsystem
20 list, addanddeleteroutingtableentries
21 query the event handlerandreturn the event status

of scheduledeventsor deviceslike interfaces
30 setup,list andremove filter setup
31 addanew protocolstackto theVirtual Router
40 list, addandremove loadableobjects
50 sendanIP packet to theVirtual Router

The Virtual Routerreturnsa specificVirtual RouterControl Block accordingto the
receivedcontrolblock. Eachresultblock startswith abasicVRRB.

VRRB Result Block
ushort handlereferencingtheaccordingcontrolblock
ushort typeof thereturnedresultblock
ushort total lengthof theresultblock

It referencesthe accordingVRCB by a handle. The result block type is important
to processasynchronousevents.Usuallya controlblock is directly respondedby the
accordingresultblock (type0). SomeconfigurationscancausetheVirtual Routerto
sendadditionalinformationasynchronouslyover theAPI channel.Thereforethisfield
is set to signal the type of resultblock received. Currently the following valuesare
defined:

ResultBlock Types
0 synchronousRB sentasananswerto aCB
1 filteredpacket
2 packet for protocolstack

If a filtered packet is sentover theAPI channel,thehandleof the resultblock refers
to the handleof the control block sentto setup the filter. The API guaranteesthat
thereareno asynchronouspacketssentbetweena control block andits synchronous
answer. Howevertheremightbesomeasynchronouspacketsstill in theline. Therefore
incomingdatagramsshouldbecheckedfor theirhandleandresultblock type.

This control block - result block mechanismis usedfor all typesof configuration.
Thecontrolblocksarestructured.Additionally to theVRCB commandspecifierthere
might beadditionalcommandspecifierscontrollingcertainpartsof a component(e.g.
controlof thequeueingsystemof aninterface).



5.2 Adding an Interface

To addaninterfacea specialVRCB hasto besentover theAPI. This VRCB contains
fundamentalinformationabouttheinterfaceto beadded.

IF ADDINTERF ACE CB Control Block
VRCB controlblock with handle,lengthandbasecommandspec-

ifier
byte[10] nameof the interface. The string hasto be followed by a

0-byte
ulong ip address in network byte order as returned by

inet addr()
ulong netmaskin network byteorder
ulong broadcastaddress

Thenamefield hasto beterminatedby a null byte. A differentnameshouldbeused
for eachinterface.TheVirtual Routerwill returnblock containinginformationabout
theinterface.

IF INFORMA TION RB Result Block
VRRB resultblockwith thereferencehandleandthelength
byte theinternalnumberof theinterfacewithin theVR. Thispa-

rameteris setto 0xffff if therequestfails.
byte[10] thenameof theinterface
ulong ip address
ulong netmask
ulong broadcastaddress
ulong numberof receivedpackets(rx)
ulong numberof transmittedpackets(tx)
ulong errorsduringtransmission/reception
ulong packetsdroppedby theinterfacesqueueingsystem
ulong bandwidthin bytespersecond
ulong bucket sizeof theinterface’s ratelimiter in bytes
ulong bucket level of thelimiter in bytes
ulong ip translationfor outgoingpackets:address
ulong ip translationfor outgoingpackets:netmask
ulong ip translationfor outgoingpackets:new address
ulong ip translationfor outgoingpackets:pattern
ulong ip translationfor incomingpackets:address
ulong ip translationfor incomingpackets:netmask
ulong ip translationfor incomingpackets:new address
ulong ip translationfor incomingpackets:pattern
byte connectiontype; 0: not connected,1: softlink, 2: udp-

tunnel,3: local link (FIFO), 4: ipip tunnel (logical inter-
face)

ulong[3] connectionparameters

On error the interfacenumberfield is set to 0xffff. Seetable on page5.6.2 for a
descriptionof connectionparameters.



5.3 Deleting Interfaces

IF DELETEINTERF ACE CB Control Block
VRCB thecontrolblock header
ushort thenumberof theinterfaceto bedeleted

As a responseto thiscontrolblock theVirtual Routerreturns:

IF DELETEINTERF ACE RB Result Block
VRRB resultblockheader
ushort numberof thedeletedinterface,0xffff on error

5.4 Querying Interface Numbers

To querya list of existing interfacenumbers,aVRCB with theaccordingVRCB com-
mandspecifieris sentto theVR. TheVR will returna resultblock with a list of valid
interfacenumbers.

IF IDQUERY CB Result Block
VRRB resultblockheader
byte[] returnsa list of interfacenumbers

The length field in the result block headercan be usedto calculatethe numberof
returnedinterfacenumbers.

5.5 Query Interface by Name

The specialcommandhereis to querythe interfaceid by the nameof the interface.
Theaccordingcontrolblock is:

IF IDNAMEQ UERY CB Control Block
VRCB controlblock header
byte[10] nameof theinterfacethenumberhasto bequeried

The Virtual Routerwill returnan interfaceinformationresultblock asdescribedon
page31. If thereis no matchinginterfacewithin theVirtual Routerthenumberfield
of thereturnedresultblockwill besetto 0xffff.

5.6 Configuration of a specificInterface

Thereareseveral interfacespecificparametersor commands.Eachcontrolblock ad-
dressingaspecificinterfacestartswith anextendedVRCB calledIF VRCB providing
thenumberof theinterfaceandaninterfacespecificcommandcode.



IF VRCB Control Block
VRCB thecontrolblock header
ushort interfacenumber
ushort interfacespecificcommand

The interfacespecificcommanddeterminesalsothe format of the restof thecontrol
block. Thefollowing tablelists thecurrentlydefinedcommandcodes.

interfacespecificcommandcodesandtheirparameters
1 - query interface information (seesec-

tion 5.6.1)
2 - reset all counters of an interface

(rx,tx,droppedpackets,errors)
101 byte[10] set the interface name. The string

shouldbeendedby a0 byte
102 3 x ulong changeof ip-address,netmask,broad-

cast(seesection5.6.2)
105 2 x ulong configure the interface bandwidth

(bytes per s) and bucket size (bytes)
(seesection5.6.2)

107 4 x ulong setup of translationtablefor received
packets (ip address, netmask, new
value,pattern)

108 4 x ulong set up of translationtable for packets
to be sent (ip address,netmask,new
value,pattern)

109 byte+ ulong+ 2x ushort connector disconnecttheinterface(see
section5.6.2)

120 ... configurationof the interface’s queue-
ing (seesection5.7)

5.6.1 Querying Interface Configuration

This interfacecommandtakesno arguments.An IF VRCB with theaccordingcom-
mandvalue1 is passedto theVirtual Router. TheVirtual RouterreturnsanIF INFOR-
MATION RB asdescribedon page31. If anerroroccursthefield of theresultblock
containingtheinterfacenumberis setto 0xffff.

5.6.2 Settingof Interface Parameters

Ascanbeseenin theprevioustableseveralparametersof theinterfacecanbemodified.
Eachof theseconfigurationsis doneby an IF VRCB with theappropriatecommand
specifiersandsomeadditionalcommanddependentdata.
Any of this requestswill beansweredby a returnedIF INFORMATION RB with the
interfacenumberfield setto 0xffff if anerroroccurred.Thefollowing list will briefly
describethecommandsandtherequiredparameters.



interface bandwidth/bucket size(105): Thefirst parameterspecifiesthebandwidth
in bytesper second,the secondone the bucket size in bytes. If the second
parameteris setto 0xffffffff thebandwidthonly is modified.

ip, netmaskand broadcastaddresses(102): This API call requiresthree parame-
ters. If a parameteris set to 0xffffffff, the accordingvalueof the interfaceis
not changed.Eachaddresshasto beprovided in network by orderasreturned
by theinet addr() function.

(dis)connecta Virtual Router interface (109): SinceaVirtual Routerinterfacemay
be connectedin differentmannersthis control block takesa setof parameters.
Themeaningof thisparametersdependon thetypeof theconnection.

IF CONNECTION CB Control Block
IF VRCB interfacecontrolblock header
byte connectiontype
ulong[3] connectionparameters

Theconnectionparametersandtheirmeaningaredefinedin thefollowing table.

ConnectionTypesandParameters
type [0] [1] [2]

disconnected 0 - - -
Softlink 1 - #no -
IPC 2 - #no 1/2
UDP 3 destinationaddress tx port rx port
IPIP tunnel 4 destinationaddressR - MTU
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The Virtual Routerwill return an result block with interface informationsas
describedonpage31. Accordingto thetypeof erroreithertheinterfacenumber
field is setto 0xffff or theconnectionparametersshowsa(dis)connecteddevice.

5.7 Modifying the QueueingSystem

Becauseof its flexibility thequeueingsystemis oneof themostcomplex partsof the
interface. It consistsof a setof componentslike queues,filters, shapersandsched-
ulers,that canbe combinedandconfiguredduring runtime. Currentlythe following
componentsareoffered:
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Queue

Queue
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Figure5.1: Several small
queueing components
set up more complicated
queueingsystems

. agenericclassifier. a tokenbucket filter. adroptail (FIFO)queue. a randomearlydetectionqueue(RED) [FJ93]. aWeightedRoundRobin(WRR) scheduler. asimpleRoundRobinscheduler. aPriority RoundRobin(PRR)scheduler. aTRIO queue[HBWW99]. aDifferentiatedServicesmarker. aPriority WeightedRoundRobin(PWRR)scheduler

EachVirtual Router interfacehasan own queueingsystemattached. It storesand
processespacketsput to the interfaceby theVirtual Router. Every time the interface
is able to transmit,a packet is removed from the queueandsentover the interface
connection.
Thequeueingsystemimplementedwithin theVirtual Routerconsistsof severalsmall
basiccomponentsaslistedabove. Thesecomponentscanbelinkedtogetherto setup
complicatedsystemsfavouring certainkinds of packetsor limiting thebandwidthof
others.
As canbeseenin Figure5.1, eachqueueingcomponenthasa numberof input links
anda numberof output links. The numberof input andoutput links dependon the
typeof thecomponent.While a FIFO queuewill have oneinput andoneoutputlink,
a classifierwill have oneinput andmultiple outputlinks. For thesetup of a queueing
systemthefollowing stepsarerequired:

creation of components: Sinceaqueueingsystemwill containmultiplequeuesor to-
kenbucket filters,acomponentfirst hasto beinstantiated.Eachinstancegetsan
uniqueid, thathasto beusedasreferenceto thisinstanceduringlateroperations.

linkage of instances: The instances(referencedby their id numbers)canbe linked
together. Thenumberof links allowedfor acomponentdependson its type.



Root 
Component

DropTail

TBF

Figure5.2: Theroot componentis the
basisfor all othercomponentsandcon-
nectsthe queueingsystemwith the in-
terface

componentconfiguration: Eachinstanceof a queue,a scheduleror any othercom-
ponentcanbeconfiguredseparately. Of courseit is possibleto definesomerea-
sonableglobaldefault valueslike FIFO queuelengths.But sincethebehaviour
of thequeueingsystemwill dependonapropersetupof eachsinglecomponent,
bandwidthvaluesandbucket sizesfor the tokenbucket filters canof coursebe
setseparatelyaswell asthe weightsor priorities of PRR/WRR/PWRRsched-
ulers.

Thebasisto link thequeueingcomponentsis the root componentasshown in Figure
5.2. A packet forwardedto the interface is sent to the root component. The root
componentwill forwardthepacket to thenext component.
Theroot componentis alsoaccessedif the interfacecansenddataandhasto extract
packetsfrom thequeueingsystem.Therefore,eachpacket leaving theVirtual Router
hasto passthe root componenttwice. First whensentto the interfaceanda second
time,whenextractedfrom thequeueingsystemto betransmitted.

Eachdifferentcomponenttypehasantypeid aslistedon thefollowing table.This id
is usedto signalacomponentstypewithin thecontrolandresultblocks.

Componenttypesandids
componenttypeid
0 theroot componentitself
1 droptailqueue,asimpleFIFOqueue
2 Token Bucket Filter to limit bandwidthswith vari-

ablerateandbucket size
3 genericmulti field classifier
4 genericschedulerwith RR, WRR andPWRRsup-

port
5 trio queuefor differentiatedservices
6 a packet marker as requiredfor differentiatedser-

vices

The componentslisted in the tablemay be created,connected,disconnectedandre-
moved. All commandsfor the queueingsystemor queueingcomponentsstartwith



If Q VRCB extendingthe IF VRCB control block usedfor interfaceconfiguration.
To accessthe queueingsystemthe appropriatecommandspecifiershave to be setin
theVRCB, the IF VRCB andin the IF Q VRCB. The following tablelists thecom-
mandspecifiersfor theIF Q VRCB.

IF Q VRCB Control Block
IF VRCB theinterfacespecificcontrolblock,containingalsothefun-

damentalVRCB
ushort queueingsystemspecificcommand

The table lists the commandset which can be sentto an interface’s queueingsys-
tem. This setcoversmainly tasksconcerningall components.To configurea single
componentthe commandspecifier#10 provides direct accessto a component.The
configurationof specificcomponentsdependsof coursecrucially on thecomponent’s
typerequiringspecialcontrolandresultblocksaswill bedescribedin thenext section.

basicqueueingsystemcommands
1 - list all components(section5.7.1)
2 - list all connections(section5.7.2)
3 ushort createcomponent(section5.7.3)
4 ushort remove component
5 2 x ushort connecttwo components(section5.7.5)
6 2 x ushort disconnecttwo components(section5.7.6)
10 ... componentspecificconfiguration

5.7.1 Query List of Components

To requesta list of componentstheIF Q VRCB doesonly containthecommandspec-
ifier, andno additionaldatais needed.Thereturnedresultblock lookslike this:

Result Block
VRRB theresultblockheader
ushort[] list of (c-id/c-type)pairs

Eachlist elementhastwo fields.Thefirst onespecifiesthecomponent’s id, thesecond
one the type of the component. As mentionedpreviously, eachcomponentin the
queueingsystemhasan uniqueid usedto addressthe component.To calculatethe
numberof componentscontainedin theresultblock,thelengthfield within theVRCB
canbeused.



5.7.2 Query list of Connections

A controlblockwith thequeueingcommandspecifier#2will returnaresultblockwith
a listing of all connectionsbetweenthecomponents.

Result Block
VRRB theresultblockheader
ushort[] list of [c-id/c-type,c-id/c-type]tuples

Eachlist elementscontainsinformationfor bothcomponentsa connection.Therefore
four valuesareincludedFor eachendpoint a c-id/c-typepair is provided. The first
pair specifiesthestartpoint of theconnection,thelastonetheendpoint. As usualthe
lengthfield in theVRRB canbeusedto calculatethenumberof connections.

5.7.3 Createa new Component

A new componentis createdby sendingthecomponenttypeto theAPI.

Control Block
IF Q VRCB thequeueingsystemheaderblock
ushort typeof componentto becreated

TheAPI answerswith anip/typetuple.

Result Block
VRRB thecommonresultblock header
ushort thecomponentid of thecreatedcomponent
ushort thetypeof thecreatedcomponent

On error the componentid is setto 0xffff. In future releasesthecomponenttype
maybeusedfor furthererrorcodes.

5.7.4 Removea Component

For the removal of a componentthe componenthasto be disconnectedfirst. If the
componentis not connectedthefollowing controlblock will remove thecomponent.

Control Block
IF Q VRCB thequeueingsystemheaderblock
ushort theid of thecomponentto bedeleted

TheAPI answerswith anip/typetuple.

Result Block
VRRB thecommonresultblock header
ushort thecomponentid of theremovedcomponent
ushort thetypeof theremovedcomponent

Thecomponentid is obsoleteaftertheremoval of acomponentandmightbere-usedif
othernew componentsarecreated.Onerrorthereturnedcomponentid is setto 0xffff,



thecomponenttypefield indicatestheerrormorepreciselyaslistedon thefollowing
table.

Error codesduringcomponentremoval
componentid componenttype

0xffff 1 cannotdeleteroot component
0xffff 2 no suchcomponent
0xffff 3 componentbusy

5.7.5 Connecttwo Components

A connectionbetweentwo componentsallows to passpackets from onecomponent
to thenext. A componentmayhave multiple connectionsto othercomponents,asfor
examplea classifiersputspackets to differentqueues.Whethera componentallows
multiple connectionsor not is determinedby thecomponentitself. TheTBF hasone
input andoneoutputslot. ThereforeaTBF canhave two connections:1 tbf The tbf is the end point of a connectionand receives packets from another

componennt.

tbf 2 Thetbf is thestartpoint of a connectionandsendspacketsto thenectcompo-
nent.

Any additionalconnectionfor aTokenBucket Filter would resultin anerror.

Control Block
IF Q VRCB thequeueingsystemheader
ushort componentid 1
ushort componentid 2

TheVirtual Routerreturnsa resultblock with apairof bothcomponentids.

Result Block
VRRB theresultblockheader
ushort componentid 1
ushort componentid 2

Both componentids arealsousedto indicateerrorsasshown on thefollowing table.

ErrorcodesduringComponentConnection
id 1 id 2 description

0xffff 1 first id invalid, no suchcomponent
0xffff 2 secondid invalid, no suchcomponent
0xffff 3 connectionto next failed,componentbusy
0xffff 4 connectionto previousfailed,componentbusy
0xffff 5 invalid length



5.7.6 Disconnecttwo Components

Thedisconnectionrequiresasimilardataformatasusedfor theconnectionof queueing
components.Also the error codesreturnedwithin the resultblock if an error occurs
aresimilar to thoseusedduringcomponentconnection.

5.7.7 ComponentConfiguration

Thecommandsdealingwith thequeueingsystempresentedsofar coveredtasksmore
generallike thecreationof queueingcomponentsandtheir connection.
In this sectionthe configurationof specificqueueingcomponentswill be described.
As explainedbeforeeachcomponenthasan uniqueidentifier. To addressa specific
componentthe previously introducedIF Q VRCB control block is extendedto an
IF QS VRCB.

IF QS VRCB Control Block
IF Q VRCB queueingsystemcontrolblockheader
ushort componentid of theaddressedqueueingcomponent
ushort componentspecificcommand

As mentionedbeforethecontrolblocksfollow somekind of hierarchy. Therefore,the
IF Q VRCB headercontainsothercontrolblock headers.To illustratethathierarchy,
thefollowing tablelists acompleteIF QS VRCB.

IF QS VRCB Control Block
ushort controlblock handle
ushort lengthof thecontrolblock
ushort VRCB commandspecifier= 10
ushort interfacenumber
ushort interfacespecificcommand(IF VRCB) = 120
ushort queueingsystemcommand= 10
ushort componentid of theaddressedqueueingcomponent
ushort componentspecificcommand

Theoreticallya componentspecificcommandcodemight have differentmeaningsfor
differentcomponents.Sincethereareenoughcommandspecifiersavailableandamul-
tiple usageof thesamevaluewould make thingsmorecomplicated,differentcompo-
nentcommandcodesweredefined.As canbeseenin thefollowing table,component
specificcodesof a valuelessthan100arededicatedto functionalitiescommonto all
componentslike the information query or the resettingof statisticalcounters. The
meaningof commandcodesover 100maydiffer for differentcomponents.



Commandcodesfor specificqueueingcomponents
code component
1 all resetthestatisticalcountersof thecomponent
2 all informationrequest
210 2 configureTokenBucket Filter
310 1 configureDroptail (FIFO) queue
410 4 changetheschedulermode
411 4 modify aschedulerweight/priority
511 3 addingaclassifierrule
512 3 removing a classifierrule
611 6 adda rule to theDifferentiatedServicesmarker
612 6 deletea rulewithin theDifferentiatedServicesmarker
710 5 configuretheDifferentiatedServicesTRIO queue

Of courseeachof thecomponentdependentcommandsrequiresa specificconfigura-
tion datagram.Thecontrolblockshave only theIF QS VRCB partin common.

Resetthe Countersof a Component

A resettingof a componentaffects all statisticalcountersof this component. The
function is commonto all componentsof the queueingsystem. An IF QS VRCB
with theappropriatecommandcodeis sentto theAPI. As resultanemptyVRRB is
returned.

Query a Component’sStatus

For arequestof componentparametersandstatisticcountersanIF QS VRCB control
block with the appropriatecommandcodeonly is necessary. Obviously, theamount
andtype of datareturneddependscrucially on the componenttype. However, each
resultblock returnedstartswith:

QS STAT VRRB Result Block
VRRB thegeneralresultblock header
ushort componentid
ushort componenttype

The restof the resultblock dependson thecomponent.The following list described
theresultblocksreturnedby eachcomponent.

Droptail Queue: containsinformationabouttheonly parameterof a droptailqueue,
thequeuelengthandstatisticalinformation,how many packetspassedthequeue,
how many packetsweredroppeda.s.o.



ResultBlock
QS STAT VRRB commonstatisticalheader
ushort lengthof queuein packets
ulong droppedpackets
ulong dequerequests
ulong dequehits
ulong dequefails

Root Component: Sinceall packetssentto thequeueingsystempassthe root com-
ponent,thestatisticaldatain thisdatagramgivesaveryglobalimpressionabout
thequeueingsystem’s activities.

ResultBlock
QS STAT VRRB commonstatisticalheader
ulong enquedpackets
ulong dequedpackets
ulong packetsstoredin thequeueingsystem
ulong packetsdroppedby thequeueingsystem

TokenBucket filter: The token bucket filter is definedby a token rateanda bucket
allowing to buffer acertainamountof tokens.

ResultBlock
QS STAT VRRB commonstatisticalheader
ulong bucket ratein bytespersecond
ulong bucket sizein bytes
ulong enquehits (internal)
ulong enquefails (internal)
ulong enqueempty(internal)
ulong dequehits (internal)
ulong dequefails (internal)
ulong dequeempty(internal)
ulong bucket overflows

Generic Scheduler: A queryfor statisticaldatarevealsdatafor eachconnectedcom-
ponent.Eachcomponentsendingdatato thescheduleris describedby aGEN -
SCHED REC.

GEN SCHED REC Data Record
ushort typeof precedingcomponent
ushort id of theprecedingcomponent
ulong successfuldequeevents
ushort priority/weight(dependson schedulermode)

Theserecordsandalsoadditionalinformationaboutthecurrentschedulermode
arecontainedin theresultblock returnedfollowing to aninformationrequest.



ResultBlock
QS STAT VRRB commonstatisticalheader
ushort typeof next component
ushort id of next component
ushort schedulermode(PPR,WRR,PWRR)
GEN SCHED REC[] theschedulerrecords

Classifier: Thestatusinformationof theclassifiermainly containsinformationabout
the rulesusedto forward packetsto othercomponents.TheVRRB containsa
recordfor eachoutgoingcomponent.Theserecordsareappendedto the result
block header.

ResultBlock
QS STAT VRRB commonstatisticalheader
ulong dequeevents
ulong enqueevents
QS CLASS REC[] theclassifier’s records

QS CLASS REC Data Record
ushort componenttype
ushort componentid
ulong sourceip address
ulong sourcenetmask
ulong destinationaddress
ulong destinationnetmask
ushort ToSbyte,use0xffff to ignorethisfield
ushort protocol,use0xffff to ignorethisfield

Differentiated ServicesMark er: TheDifferentiatedServicesmarker returnsthefol-
lowing structurewith statisticalinformation. Thestructurecontainsoverall in-
formationaboutthe markingandthe remarkingthe componenthasperformed
andinformationabouteachmarker rule.

ResultBlock
QS STAT VRRB commonstatisticalheader
ulong enqueuedpackets
ulong new markssetby themarker
ulong packet keptold mark
DSM REC[] therecordswith themarker rules

Thisstructureis followedby anumberof DSM RECs.Theserecordsarerelated
to themarker rulessetup by precedingcontrolblocks.



DSM REC Data Record
ulong sourceip address
ulong sourcenetmask
ulong destinationaddress
ulong destinationnetmask
ushort ToSbyte,use0xffff to ignorethisfield
ushort protocol,use0xffff to ignorethisfield
ushort theservicetype: EF, AF, ..
ulong servicedependentparameters

Theprecisenumberof DSM RECsdependsof courseon thenumberof setup
rules. Thenumberof recordscontainedwithin thecontrolblock canbecalcu-
latedby thecontrolblock’s size.

TRIO queue: Thedatagramcontainsmainlydataaboutthequeuelengthssetfor each
droppingprecedence.Additionally to somestatisticalinformationthemodethe
TRIO queueis currentlyworking in is returned.

ResultBlock
ushort themodeof theTRIO queue:linear, boolean,red
ushort[3] threequeuelengths
ushort packetscurrentlyin thequeue
ulong[3] packetsdroppedwith thedifferentdropprobabilities
ulong dequerequests
ulong dequehits
ulong dequefails

Configuration of TokenBucket Filters

To reducethe throughputof a componentto a certainmaximuma token bucket filter
canbe applied. Thereforea combinationof a FIFO queueanda token bucket filter
canbeusedto shapetraffic. Sincethetokenbucket filter only actsaslimiter, a queue
is neededto drop the packets. Thereforea strict policer will containa queuewith
a minimal queuelengthanda token bucket filter, to limit the rate the queuecanbe
emptiedwith.

Control Block
IF QS VRCB controlblock headerfor thequeueingsystem
ulong bandwidthin bitspersecond
ulong bucket sizein bits

This datagramchangesthesettingsof a tokenbucket filter component.Thetwo only
parameterarethebandwidthandthebucket size. Thebandwidthis measuredin bits
per second,the bucket size in bits. If a parameteris set to 0xffffffff, the API will
not changetheaccordingtoken bucket filter parameter. TheVirtual Routerreturnsa
datagramwith statisticalinformationaboutthetokenbucketfilter asdescribedonpage
42.



Configuration of the Droptail Queue

Thedroptail/FIFOqueueis a simplequeuefor buffering packets. If thequeueis full,
new packetsarediscarded.Theonly parameteris thenumberof packetsthequeuecan
hold.

Control Block
IF QS VRCB controlblock headerfor thequeueingsystem
ushort new queuelength

Thisallowsto modify themaximumnumberof allowedpacketsin thedroptailor FIFO
queue.Thecontrolblockstartswith theusualIF QS VRCB andcontainsanadditional
field for thequeuelengthonly. TheVirtual Routerreturnsthestatisticalresultblock
for thedroptailcomponent.

Modify SchedulerWeights/Prios

To merge packetscomingfrom differentcomponentsa scheduleris used. Thereare
differentscheduleralgorithmsavailableto beableto achieve differentbehaviours.All
differentschedulermodesareintegratedinto a genericscheduler.

Control Block
IF QS VRCB controlblock headerfor thequeueingsystem
ushort componentid of theincomingcomponent
ushort new weight/priority

Weightsandprioritiesof theschedulerdetermine– dependentonthescheduler– mode
the amountof bandwidththe connectedcomponentcanachieve. In weightedround
robin (WRR)modetheshare3 of acomponent4 is calculatedby:

365 ���7 8 9 7:<;=?>A@ 9 =
In thePWRRmodethecomponentwith theheightestweight 4 8 �

is processedif a
packet is available.Theshare3 for theothercomponents4B0 �

canbecalculatedby:

3 $ 5 �%�7 8 9 7:C;=?> ) 9 =
In the RoundRobin modethe weight of the componentsis ignored,in the Priority
RoundRobin mode incoming packets are processedin order of their component’s
weight.TheVirtual Routerreturnsaresultblockcontainingthechangedrecord(GEN-
SCHED REC)(seepage43). If anerroroccurs(e.g. thereis no suchoutgoingcom-

ponent)a plainVRRB will bereturned.

ChangeSchedulerMode

Themodeof thescheduleris changedby thisdatagram.

Control Block
IF QS VRCB controlblock headerfor thequeueingsystem
ushort new mode



TheVR returnsstatisticaldatafor thescheduler(seepage43) but without therecords
for theconnectedcomponents.Theappropriatemodevaluesare0 for Priority Round
Robin,1 for WeightedRoundRobin,2 for RoundRobinand3 for Priority Weighted
RoundRobin. A changeof the modeparameterdoesnot affect the connectedcom-
ponents.Theweightsusedduringweightedfair queueingareinterpretedaspriorities
duringRR,PRRandPWRR.Sothemodemaybeswitchedwithout reconfiguringthe
weights/priorities.

Adding a Classifier rule

The classifieris usedto distinguishbetweenpacketsandforward themaccordingto
a set of rules to othercomponents.The classifiermight work in MF of BA mode,
checkingeithervariousfieldsof theIP headeror only theDSCPvalue,dependingon
therulessetup. Therulesconsistof asetof thefollowing specifiers:

. sourceaddress(specifiedby IP addressandnetmask)

. destinationaddress(specifiedby IP addressandnetmask)

. DifferentiatedServicesCodePoint

. maximumpacket size

. protocoltype

Of coursefor a pureBA classifieronly rulesregardingthe DSCPwould be applied,
while theotherfieldsareinterestingfor a multi field classificationonly. Evenwithout
DifferentiatedServicesa queueingsystemthereforemight assurea certainshareof
bandwidthto TCPflows in orderto protectthemagainstaggressive protocols.

Control Block
IF QS VRCB controlblock headerfor thequeueingsystem
ushort id of theoutgoingcomponent
ulong sourceaddress
ulong netmaskfor sourceaddress
ulong destinationaddress
ulong netmaskfor destinationaddress
ushort protocol
ushort ToS

This datagramaddsa filter rule for an outgoingcomponent.To avoid a filtering by
protocolor ToSvaluesetaccordingvaluesmight besetto 0xffff. TheVirtual Router
returnsan information block for the classifierwith the addedrecordappendedhas
explainedonpage43.



Removing a Classifier rule

Control Block
IF QS VRCB controlblock headerfor thequeueingsystem
ushort id of theoutgoingcomponent
ulong sourceaddress
ulong netmaskfor sourceaddress
ulong destinationaddress
ulong netmaskfor destinationaddress
ushort protocol
ushort ToS

This datagramallows to deletea filter rule. Thefirst rule matchingthedatagramwill
beremovedfrom theclassifier’s table. If multiple matchingrulesexist, this datagram
hasto be usedrepeatedly. The Virtual Routerreturnsa result block with classifier
statisticsandthedeletedrecordGEN CLASS RECappended(seepage43).

Adding a Differentiated ServicesMark er Rule

Theimplementationof DifferentiatedServicesrequirestwo additionalcomponents:a
DifferentiatedServicemarker andaqueuecapabletohandlemultipledropprecedences
asrequiredfor AssuredForwarding. TheDifferentiatedServicemarker implemented
within aVirtualRouterallowsto specifyasetof rules.Theserulesincludeapatternfor
thepacketsto bemarkedanda traffic profile. Thepatternincludessimilar parameters
like themulti field classifier.

. sourceaddressrange(specifiedby addressandnetmask)

. destinationaddressrange(specifiedby addressandnetmask)

. DifferentiatedServicesCodePoint

. protocoltype

The profile determinesthe typeof serviceandadditionallyrequiredparameters.For
ExpeditedForwardingthis is simplyabucket rateandabucket size.Packetsmatching
apatternaremarkedwith theEFDSCPupto thespecifiedbandwidth.Thebucketsize
allows to addacertainacceptancefor bursts.
Within anAF classpacketshave to bemarkedfor differentdropprecedences.There-
fore a two ratesinglethreecolourmarker assuggestedby Heinanenhasbeenimple-
mentedasshown in Figure5.3.Of courseAssuredForwardingrequiresaspecification
aboutwhichAssuredForwardingclassis to beused.
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Control Block
IF QS VRCB controlblock headerfor thequeueingsystem
ulong sourceaddress
ulong netmaskfor sourceaddress
ulong destinationaddress
ulong netmaskfor destinationaddress
ushort protocol
ushort DifferentiatedServiceCodePoint(DSCP)
ushort new DSCP
ulong[4] parameters

Thedatagramallows to adda rule to theDifferentiatedServicemarker. Theaddresses
andnetmasksallow to specifya setof flows. If the valuesfor the protocolandthe
DSCPareto be ignored,thosefields in thedatagrammight besetto 0xffff. TheAPI
returnsa statisticalblock with theaddedrule (DSM REC)appendedasexplainedon
page43. Theparameterblock (ulong[4]) dependson theservicetype. If theservice
type is EF the parameterblock might remainempty. Using the AssuredForwarding
servicetheblock hasthefollowing meaning:

ServiceParametersfor AssuredForwarding
#0 maxbandwidthin bytesfor low dropprecedence
#1 bucket sizein bytesfor low dropprecedence
#2 maxbandwidthin bytesfor mediumdropprecedence
#3 bucket sizein bytesfor mediumdropprecedence



Removing a Differentiated ServicesMark er Rule

Control Block
IF QS VRCB controlblock headerfor thequeueingsystem
ulong sourceaddress
ulong netmaskfor sourceaddress
ulong destinationaddress
ulong netmaskfor destinationaddress
ushort protocol
ushort ToS
ushort new ToSvalue

Thedatagramallows to remove a previously setrule from theDifferentiatedService
marker’s internaltable.TheAPI returnsablockcontainingstatisticsaboutthemarker
andtherecordwith theremovedrule(seepage43).

Modifying the TRIO queue

The secondcomponentimplementedespeciallyfor DiffServ, is the TRIO queue,re-
quiredfor AssuredForwarding.TheTRIO queuehasto differentiatebetweenpackets
accordingto theirDSCPvalueanddropsAssuredForwardingpacketswith ahighdrop
precedenceearlierthanthosewith a low one.Thecommonalgorithmfor suchaqueue
is basedon RED. Sincethebenefitsof RED to multi protocolflows arequestionable
asshown by DE3 simulations,the VR TRIO queueimplementationsupportsdifferent
algorithms.

Control Block
IF QS VRCB controlblock headerfor thequeueingsystem
ushort mode
ushort F�GIHKJ 5
ushort F�G  ��� =ML  
ushort F�GIN =MO N
boolean(0) This is thedroptailor FIFO mode.For eachdropprecedencea threshold

is defined.If apacketarrivesandtheactualqueuelength P exceedstheaccording
thresholdthepacket is discarded.Obviously

F�GQHRJ 5 0SF�G  �%� =ML  0TF�GIN =UO N
hasto be true for AssuredForwardingto work properly. Theprobability V for
thedifferentdropprecedencesare:

VWHKJ 5 8 X �
for P�YTF�GIHKJ 5Z
else



V  ��� =UL  8 X �
for P�YTF�G  ��� =UL  Z
else

VWN =MO N 8 X �
for P�YTF�GIN =UOZ
else

linear A pair of queuelengths �[F�G  =M\ � F�G  #" 7 � is definedfor eachdrop precedence.
Betweenthesetwo queuelengthsthedroppingprobabilityis increasedlinearly.
Insteadof usingtheactualqueuelength P anaveragedqueuelength ]�^�_ is cal-
culated:

]�^`_ 8 � Zba 9bc � ]�^`_!dTPWe 9bc
Thevalueof 9bc defineshow fastthequeuereactto bursts.

VfHRJ 5 8 ghhi
hhj
�

for ]�^�_k/TF�G HKJ 5 =U\"�l O6m � N6n o�pqArRs� N n o�pqWt�u m � N n o�pqArKs for F�G HRJ 5 =M\ YS]�^`_v/TF�G HKJ 5 w" 7Z
for ]�^�_kxTF�G HKJ 5 w" 7

V  �%� =ML  8 ghhi
hhj
�

for ]�^�_k/TF�G  ��� =ML   =U\"&l O H m � N qfy[z%rR{&qqfrKs� N qfy[z%rR{&qqWt�u m � N qfy[z%rR{&qqfrKs for F�G  �%� =ML   =M\ YT]�^`_v/TF�G  ��� =ML   w" 7Z
for ]�^�_kxTF�G  ��� =ML   w" 7

VWN =MO N 8 ghhi
hhj
�

for ]�^�_k/TF�G N =MO N =U\"&l O�m � N}| rR~ |qArRs� N | r�~ |qWt�u m � N | rR~ |qArRs for F�G N =MO N =M\ YS]�^`_k/SF�G N =MO N #" 7Z
for ]�^�_kxTF�G N =MO N w" 7

Thefollowing figureillustratesthedroppingprobabilitiesfor thedifferentdrop
precedences:

thmin
mediumthlow

min

thlow
max thmax

medium thmax
high

thmin
high

dr
op

 p
ro

ba
bi

lit
y

average
queue length

As the graphshows, this modeis somekind of simplified RED. It hasbeen
shown, that thechoiceof goodRED parametersis complex andthebenefitsof
theRED algorithmin a scenarioof mixedprotocolsis questionable.Dueto the
lower numberof parametersthisalgorithmcanbeadaptedmoreeasily.



RED This modeprovidesa TRIO queuebasedon theoriginal RED algorithm. The
droppingprobability is calculatedusinganexponentiallyweightedmoving av-
eragealgorithm(EWMA). This TRIO queuehasto beconfiguredwith a setof
ten parameters.The probability V to drop a packet of a certainprecedence�
betweenthetwo thresholdsF�G � =U\ and F�G � w" 7 is:

VW� 8 � ]�4 �$ "&l O�m � N z qArKs� N z qft�u m � N z qArRs� Z�aC����� D�F � � e � ]�4 �$ "�l O�m � N z qArRs� N z qft�u m � N z qfrKs
Obviously the impact of the different parametersis not as obvious as in the
simplifiedREDversion.

5.8 Routing

This sectionspecifiesthe datastructuresusedto setup andquerythe routesusedto
forwardIP packetsto specificinterfaces.Like theinterfaceconfigurationtheconfigu-
rationis doneby VRCBsandVRRBsasdescribedonpage29. Similar to theinterface
configurationagenericcontrolblock is definedto accesstheroutingsystem.

ROUTE VRCB Control Block
byte routingspecificcommand

Theroutingsystemneedsthreedifferentcommandsonly:

RoutingCommandCodes
1 adda routeto theroutingtable
2 deletea routefrom theroutingtable
3 list all routesof thetable

A routeis representedby aROUTE RECdatagram,whichis usedby all controlblocks
dealingwith routingtableentries.

ROUTE REC Data Record
ulong sourceaddress,0x0 to disablesourcebasedrouting
ulong sourcenetmask
ulong destinationaddress,0x0 to ignoredisabledestinationbased

routing(any practicaluse?)
ulong destinationnetmask
ushort protocol,0xffff to ignorethisfield
ushort DSCPvalue,0xffff to ignore
ushort numberof interface,thepacket shallberoutedover



5.8.1 Adding routes

Thecontrolblock to adda routeis:

ROUTE RECORD VRCB Control Block
ROUTE VRCB routingcontrolblockheader
ROUTE REC routingrecord

Thefieldsto beignoredby theroutingmechanismhave to besetto thedefault values.
For anormal”unix-like” routing,only thedestinationbasedroutingentrieshave to be
set.Theinterfaceid canbequeriedasdescribedin 5.5. TheVirtual Routerwill return
a resultblock like:

ROUTE RECORD VRRB Result Block
VRRB resultblockheader
ROUTE REC routingrecord

On error, the interfacenumberis setto 0xffff. TheDSCPfield maythenbeusedfor
moredetailederrorcodes.

5.8.2 DeletingRoutes

Thedeletingof routesworks in thesameway astheaddingof routes.Only thesub-
commandspecifieris different.

5.8.3 Querying Routes

To querytheroutesa ROUTE VRCB with theappropriatesubcommandspecifierhas
to besentover theAPI. TheVirtual Routerreturnsa list of ROUTE RECs.Thelength
field ontheVRRB headerhasto beusedto calculatefor thenumberof returnedroutes.

Result Block
VRRB resultblockheader
ROUTE REC[] recordsof theroutingtable

5.9 Filter Setup

Filters areappliedto the centralforwardingmechanism.Eachfilter hasa coupleof
fieldsspecifyingthewantedpackets,a referenceto theobjectwherematchingpackets
shallbesentto andapriority. Thepriority definesin whichorderthefiltersareapplied
to thetransportedpackets.This is importantasafilter mightremoveamatchingpacket
from thenetwork. As aconsequencethepacket will not reachthefollowing filters.
After all filters have beenapplied,thepacket is processedby theinternalroutingsys-
tem.Thefollowing commandsaredefinedto setup,list, modify andremove filters.

Filter specificcommandcodes
0 geta list of filters
2 addafilter
3 removea filter



A filter is representedby aFILTER RECstructure:

FIL TER REC Data Record
ulong addressof anappropriateForwarderIFclass
ushort positionthefilter hasto beapplied
ulong sourceip address,NAK is 0xfffffffffd
ulong netmaskof thesourceaddress
ulong destinationaddress,NAK is 0xffffffff
ulong netmaskof thedestinationaddress
ushort Typeof Service,0xffff to ignore
ushort protocol0xffff to ignore
ushort IP optionstype
ushort ip optionsvalue
ushort filter mode
byte[32] nameof thefilter
ushort handleof thecontrolblock thefilter wascreatedwith

Thefollowing list describesthevariablesin detailed:

address is a four byte wide pointer to an appropriateforwarderclass. If the filter
is initialisedby a loadablemodule,the loadablemodulecandefinea function,
which is directly calledwhich an matchingpacket a argument. If this pointer
is set to 0, the filtered packetsaresentover the API channelasasynchronous
VRRBs.

filter position definesin which orderthe filters areapplied. This canbe important
asfilters canalsoremove packets.Thefilters areprocessedin theorderof their
position.If afilter with alow positionremovesapacket, thispacket is lostfor all
filterswith higherpositions.Packetsaddressedto thelocalhostareprocessedat
postion1000.Any filter with anid smallerthan1000will thereforeevenprocess
packetsdirectedto thelocalhost.

sourceip and sourcenetmask specifythetypeof sourceaddressesto bematchedby
thefilter. Theaddresseshave to bespecifiedin network byteorder. If no source
filtering hasto beapplieduse0 and0xffffffff asvalues.

destination ip and netmask sameastheabove for thedestinationaddress.

Typeof Service theTypeof Servicebyteto matchthefilter. 0xffff disablesthis filter
parameter.

protocol Thisallows to filter all packetsof aspecificprotocol(e.g.UDP, TCP, ICMP
...). 0xffff disablesthisfilter function.

ip option type and value allows to reacton specialoptionsin the IP header. (e.g.
routeralert).Setbothto 0 to switchthis featureoff.

filter mode Thisparameteris abitfield specifyingthebehaviour of thefilter.

bit comment
0 removepacket if filter matches
1 reassemblefragments



Theappropriatecontrolblocksto remove, list andaddfilters aredescribedin thefol-
lowing sections.

5.9.1 Adding and Removing Filters

To addor remove a filter anappropriateVRCB hasto besentto theAPI. TheVRCB
containsthe usualhandle,the lengthfield and the commandto specifywhetherthe
filter hasto beremovedor added.

Control Block
VRCB thecontrolblock headerwith commandspecifier= 30
ushort filter specificcommand
FILTER REC filter to beremovedor added

The returnedstructurerepeatsthe FILTER REC containedin the accordingcontrol
block. Onerrorthecall backpointeris setto 0andthenamestringof theFILTER REC
containssomeshorterrorstring.

5.9.2 Query List of Installed Filters

This function can be usedto query the actual installedfilters. The structureFIL-
TER CB with thecommandcode0 resultsin a list of appliedfilters.

Result Block
VRRB theresultblockheader
FILTER REC[] a list of filter records

As usualthelengthfield within theVRRB headercanbeusedto calculatethenumber
of attachedfilter records.

5.9.3 Adding a Protocol Stack

Protocolstacksareaccessedlike filters. Eithera call backfunctionis specifiedwithin
the control block or packetsmatchingthe protocol id arepassedasynchronouslyvia
theAPI channel.

Control Block
VRCB thecontrolblock headerwith commandspecifier= 31
ulong pointerto thecall backfunction
ushort protocolid

TheVirtual Routerresultblock contains:

Result Block
VRRB theresultblockheader
ushort protocol

On errortheprotocolfield is setto 0;



5.10 LoadableObjects

This typeof API callsallow theintegrationof LoadableObjects(LOBs) into theVR
core. Theseobjectsare basedon a class,derived from the virtual classLOB and
arestoredin a separatefile. For someinformationaboutthecommandsusedto load
objectsfrom the standardshell seechapter4.4. The Virtual Routerdistribution also
containessomeexamplesfor LoadableObjects,like two differentversionof a ”Hello
World” programandanexamplefor a packet filter.
Theloadableobjectspecificcommandsarelistedin thetablebelow:

Loadableobjectspecificcommandcodes
1 loadobjectfrom file
2 unloadobjectwith specificid

10 getlist of informationblocks

A centraldatastructurefor loadableobjectsis the LOB INFO BLOCK . This is a
specialstructurecontainingall dataabouta specificloadableobject.This structureis
usedfor API callsqueryinginformationor is returnedafter the loadingor unloading
of anobject.

LOB INFO BLOCK Data Record
ushort anuniqueid numberfor theloadableobject
ushort themodeof theloadableobject
ulong thesizeof theobjectcode
ulong thetime in secondssincethemodulewasloaded
byte[32] theloadableobject’s name

If anerroroccurstheloadableobjectid field contains0xffff andtheobjectsnamefield
ashorterrorstring.

5.10.1 Loading an Object

To loadanobjectthefilenameof theobjectkernelis forwardedto theAPI. TheAPI
thenloadstheobjectandexecutesits constructor. TheAPI (andthereforealsotheevent
scheduler)is blockedaslong astheconstructoris executed.Sono time consumingor
blockingcodecanbeexecutedin theconstructor.
Thefollowing controlblock tells theAPI to loadtheaccordingloadableobject.Since
it is possibleto passcommandline parametersto theloadableobject,thecontrolblock
containsa list of 0-byteseparatedstrings,eachtoken representinga parameter. The
first tokenis thenameof theobject.If thefirst tokencontainsa simplefilenameonly,
the Virtual Routerautomaticallyaddsthe appropriatepathnameandloadableobject
extension.If thefilenamecontainsa ’/’ or a ’.’, theVR will assume,thatanabsolute
pathnameis givenandwill look for thefile at thespecifiedlocation.



Control Block
VRCB theusualcontrolblockheader
ushort lob specificcommand,valuehasto be1 for the loadingof

anobject
ushort flagsto bepassedto theobject
byte[] null-byteseparatedlist of commandline argumentsfor the

lob, thefirst tokenis thefilename

TheAPI will answerthiscall by aVRRB containingaLOB INFO BLOCK.

Result Block
VRRB resultblockheader
LOB INFO BLOCK therecordwith informationabouttheobject

Errorsaresignalledasdescribedabove. Sincea loadableobjectmight usethe API
channelit wasloadedby duringits construction,any loadableobjecthasto beimple-
mentedcarefullyasany synchronisationproblemwithin theobject’sconstructormight
harmthelatercommunicationon theAPI channel.

5.10.2 Querying LOB Inf ormation

To get someinformationaboutthecurrentlyloadedmodules,a resultblock contain-
ing dataaboutall loadedobjectscanbe queried. This resultblock containsa list of
LOB INFO BLOCKs.

Result Block
VRRB resultblockheader
LOB INFO BLOCK[] list of informationblocks

The lengthfield of the resultblock headercanbe usedto get the numberof loaded
objectsasusual.

5.11 Querying SchedulerStatus

This commandrequestsinformationaboutthe internalevent handler. This is a read
only command,therefore(sofar)nomodificationof thecentraleventhandlingsystem
is possible.However thiscommandat leastis usefulfor debuggingpurposes.
A VRCB with thecommandid 21 resultsin aVRRB containinginformationaboutall
currentlyregisteredevents.Thestructureof theresultblock lookslike:

Result Block
VRRB resultblockheader
EVENT REC onerecordperregisteredevent

Therecordscontainingtheeventinformationhave thefollowing format:



EVENT REC Data Record
ushort eventtype(READ,WRITE)
ushort actualactive flags
ushort thetime in 1/1000seconds,theeventis suspended,0 if ac-

tive
ushort associatedreadfile handle
ushort associatedwrite file handle
byte[16] id stringof theevent(e.g.aninterfacename)
ushort trueif eventexecutionis forced

5.12 PassingIP packetsto the Router

Control Block
VRCB controlblock with id 50
ushort flagsconcerningthepacket handling
ushort specifieshow thepacket is treated
ushort modedependentparameter
ip packet thepacket to besent

TheAPI alsoprovidesa mechanismto passIP packetsdirectly to theVirtual Router.
For thatpurposethe IP packet hasto beencapsulatedinto anVRCB. Sincethereare
several possibilitiesthe Virtual Routercanhandlethe packet, a modeparameterhas
to bespecified.Thereforea packet mayeitherbesentusingtheVR’s internalrouting
rules(see5.8)or aninterfaceis definedto transmitthepacket.

Modesfor sendingIP packets
0 The packet is directly processedby the Virtual

Router’s routing proceduresandput to the accord-
ing interface.

1 The packet is analysedas any other packet that is
received by the Virtual Router. The packet is pro-
cessedby theVirtual Router’sprotocolstacksandis
alsoanalysedandprocessedby thefilters.

2 TheVirtual Routerputsthereceivedpacket directly
to thespecifiedinterface.Theparameterfield hasto
containavalid Virtual Routerinterfacenumber.

Additionally, theVRCB containsinformationaboutwhetheranIP packetshallbesent
’as is’ or if theVirtual Routershall addcertaininformationwithin the IP headerand
recalculatethe CRC.The behaviour canbe configuredby settingcertainflagsin the
flags parameter. The following list gives a descriptionof the currently usedflags.
Multiple flagsmaybeset.



Flagsfor specialIP treatment
1 The Virtual Router will control, whether the IP

headerof the received packet is valid or not. If the
headerdoesnot complythestandardthepacket will
bedroppedandanerrorwill bereturned.

2 Thechecksumof thepacket headerwill besetcor-
rectly

4 TheTime To Live field in thepacket headerwill be
setby theVirtual Routerusingits default value.

8 The Virtual Router’s addressis usedassourcead-
dressof thepacket.

16 The received packet will be treatedas not frag-
mentedandtheheaderfieldswill besetaccordingly.
TheVirtual Routerwill fragmentoversizedpackets
in any case,thereforethe packet sentover the API
canbeup to 0xffff bytes.

After thecontrolblockwith theencapsulatedpackethasbeensentto theVirtual Router
a resultblock is sentbackcontaininginformationabouthow thepacket wasprocessed
andwhetherany erroroccurred.

Result Block
VRRB resultblockheader
ushort resultcode

Sincethetypeof errordependson themodethepacket wassentwith, theresultcode
field canhave multiple values.

ResultCodesR for thevariousmodes
0 R = 0xfff routingerror, no routefound
0 R / 0xfff packet wasroutedto interfacenumberR
0 R = 0xffff notanIP packet
1 0 Y R Y 0xfff packet routedto interfacenumberR
1 R = 0xfff routingerror, no routefound
1 R = 0x1000 packet processedby local protocolstack
1 R = 0x1001 no matchinglocal protocolstack
1 R = 0x2000 packet droppeddueto TTL
1 R = 0xffff notanIP packet
2 R = 0xfff no suchinterface
2 R = Y 0xfff packet sentto interfacenumberR
2 R = 0xffff notanIP packet
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