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Chapter 1

Sourcelnstallation and System
Configuration

1.1 Obtaining the Sources

However the sourceswhereobtainedby CVS or asatar archive. After checkout (or
extraction)the sourcesareassumedo be locatedin a directorycalledmicrovar. It is
stronglyrecommendetb install the sourcesasanormaluserandnotasthe superuser

1.2 Compiling and Installing the BaseSystem

Evenif mostof the Virtual Routersystembuilds automaticallythe Softlink device has
to be compiledandinstalledseparatelydueto its dependenciesf the Linux kernel.
(seeSectionl.3).

To compile the sourcesenterthe microvar directory andtype make. The Makefile
processesll subdirectoriesand builds the appropriatebinaries. The Makefile in the
microvar directory containsalsothe destinatiorthe Virtual Routersystemwill finally
beinstalledto. This locationshouldbe adaptedeforeinstalling the binaries. Adjust
the PREFI X to yur needs.After thatamake i nstal | will install thebinariesand
setup all requiredfiles.

1.3 Setting up the Softlink Devices

The Virtual Routerallows to be integratedinto real networks. For this connectiorthe
Softlink kernelmoduleis required.If you do notwantto connectthe virtual network
to aphysicalone,you canskipthis section.Evenif theVirtual Routeritselfis anormal
userspaceprogram,the Softlink Devicesare Kernelmodulesand may requiresome
adjustmentso theLinux kernelsources.Youwill alsoneedsuperuserightsto install
the Softlink kernelmodules.

1.3.1 Configuring the Linux Kernel Source

The Softlink modulecrucially depend®n a correctsetup of the Linux kernelsource
tree andthe accordingheaderfiles. This Sectiondescribeghe appropriatesetupof
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the Linux kernelsourcedo allow a compilationof the Softlink Device modules.The
Linux kernelsourceis assumedo be installedunder/usr/src/linux. To compilethe
Softlink moduleit hasto madesure,thatthe compilerusesthe correspondingd.inux

kernel headerfiles, usually locatedunder/usr/include. This is while the linux and
the asmdirectory locatedthere have to be softlinked (manIn) with the appropriate
directoriesin /usr/src/linux/incldet.

1.3.2 Compiling the Softlink Device

After the headeffiles wereadjusteccorrectly the Softlink Device canbe compiledby
enteringthe microvar/softlink directoryandtyping make.

1.3.3 Loading the Softlink Module

Now the Softlink modulecanbe loadedinto the kernel. You have to beroot anduse
the nodpr obe or thei nsnmod commands.It shouldbe mentionedhere,that your
only have to loadthe kernelmoduleonce,evenif youwantmultiple Softlink devices.
Perdefault the moduleis configuredto provide eightdevices. Thesesettingmight be
changedy adjustingtheline #def i ne NOF 8 in thefile softlink.h. additionallythe
correctdevice entriesin the/dev directoryhave to becreated.

1.3.4 Creatingthe Devicefiles

TheSoftlink devicesmapsanetwork device to charactedevice /dev/soD,...,/de//solN

with the major number63 andthe minor numbersD, ..., N with N is the numberof

configuredSoftlink devices. (seealsomanmknodfor informationaboutthe creation
of device entries).Thescriptmicrovar/softlink/maledesiceswill createhedevicefiles
for you. Edit thescriptfile to adjustthe permission®f the devicefile.

It is recommendetb changegheownerandthegroupof the/dev/sol devicesfrom root
acces®nly to astandardiseror ausergroupsothedevicescanbeaccessetly normal
userswithout root permissions.lt is importantfor the systemto work properly that
bothreadandwrite accesss enableonthedevices.

1.3.5 Settingup Interfaces and Routers

Oncethe softlink moduleis loadedinto the kernel,the Linux network devicescanbe
configured.They have thenamesolOto sol7in thedefault setup.The Linux interfaces
cansimply be addedby the Linux i f confi g command. (seemanifconfig). For
examplethe commandyou have to beroot!)

ifconfig sol0 10.1.1.1 netmask 255.255.255.0 broadcast 10.1.1.255

will setupandconfigurethenetworkinterfacesol 0. Finally yourmachinesnterfaces
maylook like thislisting produceshy theLinux i f conf i g command.

1This requiresiust/src/linuxto containa fully configuredkerneltree(e.g. at leastonetime usedto
compileakernelfor this system)



et hO Li nk encap: Et hernet Hwaddr 00: 30: 48: 21: 35: A4
i net addr:130.92.70.30 Bcast:130.92.70.255 Mask: 255.255.255.0
UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1
RX packets: 1667863 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 1475811 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'i sions: 0 txqueuel en: 100
Interrupt: 31 Base address: 0x2000

lo Li nk encap: Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNI NG MrTU: 3924 Metric:1
RX packets: 536509 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 536509 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'isions:0 txqueuel en: 0

sol 0 Li nk encap: Et hernet HwAddr 00: 53: 4F: 46: 54: 4C
inet addr:10.1.1.1 Bcast:10.1.1.255 Mask: 255.255.255.0
UP BROADCAST RUNNI NG NOARP MULTI CAST MTU: 1500 Metric:1
RX packets: 92 errors: 0 dropped: 0 overruns: 0 frame: 0
TX packets: 170 errors: 0 dropped: 0 overruns:0 carrier:0
col l'i sions: 0 txqueuel en: 100

et hO isthenormalLinux network interface
| 0 isthestandardoop backdevice

sol 0 is the softlink device. Packetssendto this network device may be readfrom
thedevicefile /dev/sol0

To route pacletsto the virtual topologytwo routing table entrieshave to be created.
First of all the entry regardingthe 10. 1. 1. 0 subnetis automaticallycreatedby
addingthe sol 0 device with thei f conf i g command.The entry dealingwith the
172. 1. 1. 0 subnethave to becreatebecaus®f theaddresdranslationsystenlater
describedn Section3.3. Thefollowing lines shav the outputof ther out e program
ontheLinux host.

Kernel 1P routing table

Desti nation Gat eway Gennask Flags Metric Ref Use | face
172.1.1.0 * 255. 255.255. 0 U 0 0 0 sol0
10.1.1.0 * 255. 255. 255. 0 U 0 0 0 sol0
| ocal net * 255. 255.255. 0 U 0 0 0 ethO
def aul t enos. cnds. uni be 0.0.0.0 UG 0 0 0 ethO

1.4 The Virtual Router Configuration File

The Virtual Routercanreada configuratiorfile vr . conf duringstartup.Thesecon-
figurationfile allows to modify the basicbehaior of the program. The configuration
file is not thoughtto allow the configurationof the whole system but only of a few
basicaspectsastheaccessnechanismsyhichwill beusedfor thelaterconfiguration.

bi nary_shel | : A yesor ano defines,whetherthe internal shell switchesto raw
binary modeandexpectsbinary datainsteadof humanreadablecommandsin
binary mode,the outputwill of coursealsobe binary (seeChapters). Thisis
usefulif otherconfiguratiortoolsshallbe usedinsteadof theinternalshell. Ths
binarymodeis notavailableif the shellis usedin consolemode.



host nanme_of shel | : Thisallowsto tell theshell,to whichhostaddresst should
bind the soclet. If this entryis commentedut, the Virtual Routerwill perform
theusualget host nane() call to gettheaddres®of the host. This parameter
is usefulto bindto aspecificaddresssto| ocal host if nonetwork systemis
defined.

port _of shel | : Thisis the portthe shelllistensto for a TCP connection.If this
parameters left emptyor setto 0 the shellworksin consolemode.

| ob_ext ensi on: This is the extensionthe Virtual Routerexpectsfor LOBs. As
defaultthisis .vr.

| ob_pat h: thepath,theVirtual Routerlooksfor the LOBs

shel | jpasswor d: if definedthe Virtual Routerwill wait for an passwrd before
allowing shellaccess.

shel | password_tries: defineshow oftenthe useris allowedto type a wrong
passwverd until the shellkicks him out.

restrict source: if anlP addres®r ahostnameis sethere, theVirtual Router
will only acceptTCP connectiondrom this address.This is very usefulto re-
strict shellaccesgo a specificmachine.(to beimplemented)

i f _bandwi dt h: thedefaultbandwidthfor Virtual Routerinterfacesin Megabitper
second Thevaluedefinedhereis usedfor thefirst initialisation of theinterface.
Whennotdefinedl.0 Mbpsis assumed

i f _bucket si ze: thedefaultbucketsizefor Virtual Routerinterfacesin bytesused
duringfirst initialisation. Is setto 2048byted,if notdefined.

t bf bandwi dt h: the default bandwidthfor new instantiatedTBFsin the Virtual
Routersqueueingsystemin Megabitpersecondseealso5.7.7). If notdefined,
theVirtual Routerinitialisesit’ s tbfs with 2.0 Mbps.

t bf _bucket si ze: thedefault bucketsizefor new instantiatedrBFsin the Virtual
Routersqueueingsystemin bytes. (seealso5.7.7). If not defined,the Virtual
Routerinitialisesit’s thfs with 2048bytes.

dpt _queuel en: thedefaultqueuelentheVirtual Routerusedor thedroptailqueues
in the queueingsystem(seealso5.7.7) If not defined,the Virtual Routerini-
tialisesits droptail queueswith a capacityof 16 paclets.

sof t1 i nk_basename: thebasicstringwith is usedto createthe filenameof the
softlink devices. The completefilenameis this string plusthe numberof thede-
vice. Thedefaultfor this stringis /dev/sol causinghedevicefile name/dev/sol0,
/dev/soll,... .

fifo_basenane: thisis the string usedfor accessinghe FIFO files. For more
informationaboutFIFOfiles seesection3.1. As defaulthefifo filesaresearched
underPREFIX/fifos.(seeSectionl.2).



i pt rans_enabl e: this switch enablesor disablesiptranslationfor the complete
router Perdefaultip translatioris off (seeSection3.3).






Chapter 2

Testingthe Installation

2.1 OneRouter only

This simpleexamplecheckswhetherthe Virtual Routeritself is operationabndif the
LoadableObjectscanbefound. Thisis doneby simply startingthe router creatingan
interfaceandsendingechorequestdo this interface.

M croVar Shel
> ifconfig add if0O 10.1.1.1

name: ifo
i p- address: 10.1.1.1
net mask: 255. 255. 255. 0
br oadcast : 10.1.1. 255
bandwi dt h( bps): 1000000 bucket si ze(bytes): 2048
dr ops: 0 errors: 0
rX: 0 tXx: 0
connection none

> load ping 10.1.1.1

object 'ping’ loaded, idis 0, node is STAY

> 64 bytes from10.1.1.1: icnp_seq=0 icnp_id=42 ttl=64 tine= 0.0 ns
64 bytes from 10.1.1.1: icnp_seq=1 icnp_id=42 ttl=64 tinme= 0.0 ns
64 bytes from 10.1.1.1: icnp_seq=2 icnp_id=42 ttl=64 tinme= 0.0 ns

3 packets transnitted, 3 packets received

round-trip mn/avg/max = 0.0/ 0.0/ 0.0 ms

2.2 Two Virtual Routers

In the secondconfigurationtwo routersare setup andconnectedvith fifo links. The
routersgettheip addresse40.1.1.1and10.1.1.2.Finally a setof pingsis sendfrom
onerouterto theother

Router A

M croVar Shel
> ifconfig add if0O 10.1.1.1

name: ifo
i p- addr ess: 10.1.1.1
net mask: 255. 255. 255. 0
br oadcast : 10.1.1. 255
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bandwi dt h( bps): 1000000 bucket si ze(bytes): 2048

dr ops: 0 errors: 0
rx: 0 tx: 0
connection none
> jfconfig ifO connect fifo O r
nanme: ifo
i p- address: 10.1.1.1
net mask: 255. 255. 255.0
br oadcast : 10.1.1. 255
bandwi dt h( bps): 1000000 bucket si ze(bytes): 2048
dr ops: 0 errors: 0
rXx: 0 tx: 0
connection | ocal id: 2
end of cable r

> ifconfig ifO gs create droptai

Conponent created with id 1

> ifconfig ifO gs chain 0 1

conponents connect ed

> ifconfig ifO gs chain 1 0

conponent s connect ed

> route add 10.1.1.0/24 if0

route 10.1.1.0/255.255.255.0 to i f0O added
>

Router B

M croVar Shel
> jfconfig add if0O 10.1.1.2

nane: ifo
i p- address: 10.1. 2.1
net mask: 255. 255. 255. 0
br oadcast : 10.1.1.255
bandwi dt h( bps): 1000000 bucket si ze(bytes): 2048
dr ops: 0 errors: 0
rXx: 0 tx: 0
connection none
> jfconfig ifO connect fifo O
nanme: ifo
i p- addr ess: 10.1.1.1
net mask: 255. 255. 255. 0
br oadcast : 10.1.1. 255
bandwi dt h( bps): 1000000 bucket si ze(bytes): 2048
dr ops: 0 errors: 0
rXx: 0 tx: 0
connection | ocal id: 2

end of cable |

> jfconfig ifO gs create droptai

Conponent created with id 1

> ifconfig ifO gs chain 0 1

conponent s connect ed

> ifconfig ifO gs chain 1 0

conponent s connect ed

> route add 10.1.1.0/24 ifO

route 10.1.1.0/255.255.255.0 to if0 added

> |oad ping 10.1.1.1

object 'ping’ loaded, idis 0, node is STAY
64 bytes from 10.1.1.1: icnp_seq=0 icnp_id=42 ttl1=63 tinme= 0.1 ns



64 bytes from 10.1.1.1: icnp_seq=1 icnp_id=42 ttl1=63 tinme= 0.1 ns
64 bytes from 10.1.1.1: icnp_seq=2 icnp_id=42 ttl=63 tinme= 0.1 ns
3 packets transnitted, 3 packets received

round-trip mn/avg/max = 0.1/ 0.1/ 0.1 ns

>






Chapter 3

General Aspects

3.1 Connections

A Virtual Routerhasto receve andto sendpaclets. Usually this is doneover the
attacheccommunicatiorchannels.

connectionsto a softlink device: Thistype of connectioris usedto enablethe com-
municationbetweena Virtual Routeranda real network. Theinterfaceis con-
nectedto a softlink device, provided by a Linux kernel module as described
in Sectionl.3. This allows the Virtual Routerto exchangepacletswith a real
network

connectionsbetweenVRs via FIFO pipes: This connectiorntypeis usedto connect
two VRs runningon the samecomputer It allows to forward pacletsfrom one
VR to anotherandis simply basecbn Unix pipesbetweertwo processesSince
Unix pipesaresimple, two pipesareusedfor eachconnection.

connectionsbetweenVRs via UDP tunnels: Tunnelling basedon UDP is usedto
exchangepaclets betweenVRs on differentcomputers. P pacletsto be for-
wardedto anotheVR areencapsulatedithin anUDP paclet andsentto aspe-
cific portof theremotehost. TheoppositeVirtual Routerhasto beconfiguredo
listento this UDP portandreadpacletsfrom there.Lik e arny otherconnectiont
mustbe duple, sincethe VR’s interfaceson both sidesof the connectiorhave
to receve andtransmitUDP paclets.

Receved datais processedby an IP network addresgranslationunit (NAT). This al-
lows to force the routing of pacletsthroughan emulatedtopology by modifying the
destination/sourcaddressair within a VR. Thereforeit is possibleto setup large
networks on a single computer The addresdranslationmechanisnis powerful but
comple. A moredetaileddescriptionof the addresgranslationfeaturewill be given
in Section3.3.

3.2 Topology, Layout and VR Distrib ution

Theideaof a Virtual Routeris to emulatea singlerouter notanendsystem.Realend
systemaremeantto be usedastraffic sourcesaandsinks.
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‘ Host A }—VRl VR 2 VR 3 | Host B

Figure3.1: TwoendsystemsonnecteaverthreeVirtual Routes

The diagramabore shavs a typical simple set-upof two hosts(A,B) connectedvia
threeVRs (1,2,3),allowing to sendtraffic (UDP, TCR, ...) from hostA to hostB and
vice versa.To establisha connectiorto acomputers network layer (seeSection3.1) a
softlink device hasto be used. This requiresa VR runningon the samecomputerthe
softlink device is installed.Neverthelessseveral set-upsarepossible.

i Host A } VR 1 VR 2 | VR 3 } Host B ‘
Computer 1 Computer 2

‘ Host A } VR1'—{VR2—VR3 } Host B ‘

Computer 1 Computer 2 |

i‘ Host A } VR 1 VR 2—— VR 3 } Host B ‘
Computer 1 | Computer 3| ! Computer 2

Figure3.2: Distributing VRsto endsystems

Diagram3.2 shavs how Virtual Routeramaybedistributed. On eachcomputerwhich
hasaninterfaceto beconnectedo aVR via softlink device,aVR hasto bestarted VR
2 mightbe placedeitheron computerl or 2 or on anadditionalcomputer3 between.
A concreteset-upwould dependon the available processingpower of the computers
andthe bandwidthof the network the computersareconnectedvith.

‘ Host A VR 1 Y VR 4 Host C ‘

. Computerl 1 yrg[ | 1 Computerd

‘ Host B VR 2 Computer 3, VR 5 Host D ‘
Computer 2 ! Computer 5

Figure3.3: Increasingthe numberof endsystems

Theuseof separatendsystemdor eachtraffic sourceor sinkwould causeasignificant
demandfor computersin a topology of a reasonablesize as can be seenin Figure
3.3. Fortunately IP addresseareusuallyboundto the network interfaces(or logical
interfaces)of that computer As mentionedin Section3.1, the softlink device is an
emulationof anormalnetwork interfaceandlik e otherinterfacest ownsanlIP address.
Sinceit is possibleto createsereral softlink devices on a computer(up to 256), a



computermay appeatrat differentpointsin a topologyassourceandsink at the same
time (seeFigure3.4).

Host A VR1yw VR 4 Host C ‘
| | VR3] | ‘
“ Host B VR 2 ‘ Computer 2| VR 5 Host D “
‘ Computer 1 77777777777 Computer 3 |

Figure3.4: usingmultiple softlink devices

Unfortunatelyit is not simpleto usea computeras sourceand sink simultaneously
andforwardtraffic from the computethroughanemulatedopologybackto itself. At
leasttheLinux network layerwill detectthatthedestinatioraddresss oneof thelocal
(softlink) interfacesandwill ignorethe accordingentryin the routingtable. Without
changego the network layer, thereis no workaroundfor thatbehaiour. Fortunately
thereis away to trick the Linux routerto forwardthe paclet to the emulatedopology
usingthe addresdranslationmechanism.

3.3 AddressTranslation

To usea singlecomputerasmultiple sourcessinksandalsoaslocationfor oneor a
coupleof Virtual Routersthe addresdranslationmechanisntanbe used[BBOOL]. In
Figure3.5this simpleset-upis shavn.

Paclketson hostA shallnow be sentthroughthe Virtual Routerto hostB. The same
computeractsastwo differenthostsby settingup two softlink devices. The Virtual
Routerconnectinghe hostsrunson the samecomputer

If apaclet now is directly sentto the addressl P4 of hostA, the network layer of
the computerwill detectthat IP, is aninterfaceof the samecomputerandprocess
the pacletinternally insteadof sendingt throughthe softlink devicesandthe Virtual
Router

To copewith this problem, an addresdranslationwithin the softlink connectionis
performed.A paclet, which is receved by the Virtual Routerover a softlink connec-
tion with the source,destinationaddressair (I Py, I Py.s:) IS mappedto a paclet
(I Py, IPOPPED,

A paclet, which is forwardedby the Virtual Routerover a softlink connectionto an
endsystem(I Py, I Py.5:) is mappedo apaclet (I PmePred TPy, ).

This mechanismallows to forwarding paclets transparentlifthroughone or multiple
VRs even, when the destinationinterfaceis placedon the samehostasthe source
interface.

Thefollowing sequencshavsthetranslationandthechangeo pacletheadersluring
theforwardingof the paclet.

We usethe network shawvn on the diagramabove to demonstratehe mapping. A
paclet shallbe sentfrom A; oderVR 1to A,. Thepacletis now notdirectly sentto
1P, butto I PTePPed

dest
Sothecomputersendsa paclet with theaddresses



Figure3.5: A Virtual Routerconnectedo two hostinterfacesof the samecomputer

(IPyye, I P]OPPE)

over interface A;. Receving this paclet on a softlink connectionthe VR translates
thedestinatioraddresgo the correctdestinatioraddress.

(IPsr(:a IPdest)

Assumingthe routing tableswithin the VR aresetup correctly the VR will forward
thepacletto theVR-interfaceconnectedo A,. Herethe sourceaddresd P;,.. will be
translatedo I P/mepped,

src

(Ipmapped’ IPdest)

src

Thecomputerreceving this paclet on hostinterfaceB candirectly reply to the paclet

by usingthe I PTerred asdestinatioraddress The sametranslationwill take placein

theotherdirection.

As the set-upof this addressnappingschemecanbe quite complicatedthe VR maps
in his default set-upary addresditting 172. 0. 0. 0/ 8 to 10. 0. 0. 0/ 8, with only

thefirst byte beingreplaced.Soapaclet sentto 172. 1. 19. 22 androutedto a VR

is theremappedo al0. 1. 19. 22. The sameis donein the oppositedirection. This

settingswork fine, if the softlink interface of the hosts(A,B) have addressesf the

10. 0. 0. 0 network.

To illustratethat mechanisma shortexampleshall be given. As shovn in Figure3.5

Host A hasthe addressl0. 1. 1. 1 andhostB theaddressl0. 1. 2. 1. Both hosts
arerealisedby softlink interfacesof the samecomputerandareconnectedy a Virtual

Routerrunningonthiscomputer A pacletshallbesentfrom hostA to hostB overthe

Virtual Router If the paclet would be sentdirectlyto 10. 1. 2. 1 it would not pass
the VR but be processeavithin thecomputer

Therefore the paclet is sentto addressl72. 1. 2. 1 insteadof 10. 1. 2. 1. Onthe

computera routewassetup sendingpacletsfor 172. 1. 2. * to the Virtual Router

WhentheVirtual Routerrecevesthepaclet, it translated 72. 1. 2. 1 (thedestination
addresspackto 10. 1. 2. 1 andforwardsthe paclet — accordingto its routingrules
—to hostB. Leaving the Virtual Router the paclet’s sourceaddresss modified. The

original sourceaddresslO. 1. 1. 1 of hostA is replacedby 172. 1. 1. 1. Being

receved by Host B, the paclet is now addressedo 10. 1. 2. 1 andoriginatesfrom

172. 1. 1. 1. Thetranslatiorof thesourceaddressllows adirectanswetbackto this

addressautomaticallyforcing a routingthroughthe Virtual Router

Even when this mechanisminteractssmoothly with external network devices, it is

complicatedand mainly thoughtto setup small networks for developmentpurposes.
In suchascenariahe capabilityto work on only a singlecomputeiis very important.



Sincefor largertopologiesusuallyat leasttwo computersareused,the addresdrans-
lationis notnecessary






Chapter 4

The Inter nal Shell

In additionto the describedbinary format, the VR also providesa parserto process
humanreadableeommandsndto producereadableASCII format. In this chapterthe
availablecommandsandtheir outputwill be presentedlt shouldbe mentionechere,
thattheseinterfacesdo not provide an alternatve accesdo the baseforwardinglayer.
Theseinterfacefunctionsonly parsea commandstring andtranslateit to appropriate
binary data.The binary datais sentto the baseforwardinglayerover an APl channel.
Vice versaoutputreceved on the API channelis translatedo a humanreadablefor-
mat. It is stronglyrecommendetb usethe binaryformatfor automaticconfiguration
becaus¢hesehumanreadablecommandsnay changdrequently

4.1 Configuring the Interfaces

This commandcoversall configurationsof andVRs interfaces.Eachinterfacehasan
uniguenamewhichis usedto identify theinterfaceto beconfigured.Thelengthof the
nameis limited to 9 chars.In thefollowing sectionit will bedescribedhow interfaces
aresetup andconfigured.

Command Syntax:
i fconfig help:

ifconfig

ifconfig add <ifname> <i p-address> [ net mask] [broadcast]
ifconfig <ifname>

ifconfig <ifnane> delete

ifconfig <ifnanme> reset

ifconfig <ifname> if <new d>

ifconfig <ifnane> bw <bandwi dt h> [ bucketti ne]

ifconfig <ifnane> address <ip> [netnask] [broadcast]

i fconfig <ifname> connect ...

i fconfig <ifnane> di sconnect

ifconfig <ifname> ttx ...

ifconfig <ifname> trx ...

ifconfig <ifnane> gs

ifconfig <ifnane> gs conns

ifconfig <ifnane> gs |i st

ifconfig <ifnanme> gqs create [droptail|tbf|schedul er|classifier]
i fconfig <ifnane> connect sol <#no>

i fconfig <ifnane> connect fifo <#no> <{I|r}>
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ifconfig <ifnane> connect tunnel <hostname> <dest_port> <src_port>
i fconfig <ifnane> connect ipip <hostname> [ ntu]

ifconfig <ifnane> gs chain <conponent idl> <conponent id2>
ifconfig <ifnanme> gs <conponent id> reset

ifconfig <ifnanme> gs <conponent id> status

ifconfig <ifname> gs <tbf-id> bw <bandw dt h> [bucket size]

ifconfig <ifnane> gqs <droptail-id> gl <queuel en>

ifconfig <ifnanme> gs <schedul er-id> wt <conponent id> <wei ght>
ifconfig <ifnane> gqs <dsmarker-id> mark ... as ...

ifconfig <ifnanme> gqs <dsmarker-id> erase ... as ...

ifconfig <ifnane> gqs <trio-id> gl len0 lenl | en2
ifconfig <ifnane> gs <trio-id> node {hard]|linear}
ifconfig <ifnane> gs <schedul er-i d> node {wfq| prr|rr]|pwfq}

Interfaceconfigurationwhich is supportedy the APl canbe doneby this command.
The commandwithout ary agumentsresultsin a listing of all configuredinterfaces
with their parameters.

4.1.1 Creatinganew Interface

> jfconfig add if0O 10.1.1.1

i p-address: 10.1.1.1
net mask: 255. 255.255.0
br oadcast : 10.1. 1. 255
bandwi dt h( bps): 1000000 bucket size(bytes): 125000
dr ops: 0 errors: 0
rx: 0 tX: 0
rx-t-ip 172.0.0.0 rx-t-nm 255.0.0.0
rx-t-val 10.0.0.0 rx-t-pat 255.0.0.0
tx-t-ip 10.0.0.0 tx-t-nm 255.0.0.0
tx-t-pat 255.0.0.0
connection none

This interfacewasaddedwithout ary parametergxceptthe interfacenamei f 0 and
thelP addresd 0. 1. 1. 1. Therestof theparametersrethedefault values.

4.1.2 Connectingand Diconnecting Interfaces

Also theconnectiorof interfacesis handledby theifconfig command.Therearethree
waysfor connectingnterfaces:

e ConnectiondetweenVRs runningon the samehost(IPC). Theseconnections

canbe establishedy submittingthe link numberandthe”end” of the cableto
theifconfig command.

i fconfig <ifnane> connect fifo #no {I|r}

Theseconnectionsare mappedto the appropriate=IFO queueson the system.
The”left” endof the cable” is associateavith theendid 0, whereagheright”
endhastheid 1.

e ConnectiondbetweernVRS ondifferenthosts.

i fconfig <ifnane> connect tunnel renotehost tx_port rx_port



To establisha connectiorbetweernwo VRs on differenthostsUDP tunnelsare
used.Theseconnectionsequirethespecificatiorof theremotehostandtwo port
numbers.Theportis the port, wherethe pacletsaresentto, the seconchumber
specifieghe port, whereincomingpacletsfrom thesehostsareaccepted.

e A connectiorto a Softlink device canbe establishedby the command.

i fconfig <ifnane> connect sol #no

The numberspecifiesthe softlink device on the system. An interface can be
disconnecteavith the

i fconfig <ifnane> di sconnect

command.
e Settingup IP over P tunnels

i fconfig <ifnane> connect ipip 10.42.10.43 1200

Thetunnelconnectiormentionedabove is usedto connectheinterfacesof two
virtual routers. This tunnelis comparablgo an Ethernetcableconnectingwo
real routers. In contrastthereis a possibility to encapsulatéP paclets within
other IP paclets and tunnel them througha network to anotherrouter This
mechanismis also called IP over IP tunnels. Settingup an ipip connection,
paclets routedto that interface are encapsulateavithin an IP paclet and for-
wardedto the specifieddestinationraddress.Thesedestinationaddressanalso
be a remote(not neighbouring)router A router receving thesepaclets will
decapsulatéhe paclet andtreatits payloadasa normallP paclet.

4.1.3 Configuring an Interface’s QueueingSystem

Eachinterfacehasanown queueingsystemattachedThis queueingsystemmaycon-
sistof severalcomponentgonnectedo eachother A moredetaileddescriptiorabout
thesinglecomponentss providedin Chaptets.7. Theminimumagueueingsystenmcon-
sistsout of a singledroptailqueue.Onefrom a coupleof componentsnay be chosen
andinstantiatedusingthecommand

ifconfig <if> gs create <conmponent type>

where<i f > is the nameof the interfacethe queueingsystemis attachedo andthe
nameof the componentype to be instantiateds given by <conponent type>.
Seetheabore mentionedChapters.7 aboutthe queueingsystemfor alist of available
componentypes. The commandreturnsanid for the nenvly createdcomponent.All
configurationcommandswill usethisid asreferencdor thecomponent.

The next stepis to connectthis componento other components.Eachcomponent
getspacletsfrom atleastoneothercomponenandhasat leastonecomponentt may
forward pacletsto. Othercomponent-typege.g. schedulersallow to receve paclets
from several othercomponentsptheronesallow to forward pacletsto multiple other
components.

To tell acomponentvith theid 3 to sendpacletsto thecomponentl7 thecommand



ifconfig <if> gs chain 3 17

is used. If the componenB allows to forward pacletsto additionalcomponentsthe
samecommandmaybe usedagain.Soanadditional

ifconfig <if> gs chain 3 19

allows componen8 to forward pacletsto bothcomponentd 7 and19. Which paclet
is forwardedto which componentis not affectedby this configuration.This decision
depend®nly ontheinternalmechanismef number3 andmay have to be configured
separately

The other case,that a componenteceved paclets from multiple other components
may be configuredanalogous.

As the queueingsystemsset up might have to be adaptedtheselinks betweenthe
componentsnight be alsoremoved by the command:

ifconfig <if> gs unchain <idl> <id2>

Severalcommandsireavailableto maintainthe instantiateccomponentsndthelinks
betweerthem.

ifconfig <if> qs avail shavsalist with all availablecomponentypes.

ifconfig <if> qs l|ist will shav ashortlist of all instantiateccomponents
with their componentd andtheir type.

ifconfig <if> qs conns listsall connectiondetweercomponentstoreach
componenthetypeandtheid is shavn.

ifconfig <if> qs <«id> status shavstheconfigurationandthe statusof
thecomponentith id <i d>. Dependenbnthecomponentypetheinformation
printedheremight be moreor lessdetailed.

ifconfig <if> gs <id> reset resetsall statisticalcountersfor the ele-
ment. Thesearemainly counterdfor in andoutgoingpaclets.

As mentionedabore thelinks betweerthe singlequite genericmodulesof the queue-
ing systemdefineonly the basiclayout. For final behaiour alsothe configurationof

the singlecomponentss important. The following list givesa shortdescriptionof the

configurablegparametergor eachcomponent.

token bucketfilter (tbf): The following commandallows to modify the bandwidth
and(optional)the bucket sizeof atokenbucket filter.

ifconfig <if> gs <id> bw <bandwi dt h> [ bucket si ze]

The<i d> valuehasto betheid of atbf componentThe commandexpectsthe
bandwidthin Mbps (e.g. 2.0 for 2 Megabit per second)andthe bucket sizein
Megabit.



droptail queue(droptail): At the momentthe only parametervailable, which can
be setat the droptail queueis the queuelen.This value determineshowv mary
pacletsmight bestoredin thequeue.

ifconfig <if> gs <dpt-id> gl <queuel en>

genericscheduler(scheduler): The genericschedulerllows more parameteto be
set. Sincethe schedulemay operatein differentmodes,thesemodemay be
changedFor a detaileddescriptionof modesseeChapters.7.

ifconfig <if> gs <sched-id> node {wiq|rr]|prr]|pw qg}

Dependenbn the modean additional parameteis necessary This parameter
is calledweightandmight be interpretedasbandwidthshare asa priority or is
simply ignoredby the scheduler

ifconfig <if> gs <sched-id> w <id> <wt>

The weight value can be set for eachcomponentprecedingthe scheduler(a
schedulehasusuallyseveralincominglinks), sothe second<i d> valuespeci-
fieswhich weightshallbe set.

classifier: The classifierhasusually multiple follow up components.The classifier
allows to setrules, specifyingwhich paclet is forwardedto which component.
Thesyntaxto setup sucharuleis:

ifconfig <if> gs <cls-id> <di p/ nm> <si p/ nn>
[<p>] [<t>] to <id>

The<di p/ ne and<si p/ nie specifya rangeof destinationand sourcelP
addressedf thenetmaskis omittedthe netmask255. 255. 255. 255. isas-
sumed.The specificatiorof the protocolid andthe ToS byte valueareoptional.
The<i d> following thekey wordt o specifieshecomponenpacletsmatching
this filter will be forwarded. Theremay be multiple suchrulespointing to the
samecomponent.

Rulesdefinedat the classifiercanbe remaovedby:

ifconfig <if> gs <cls-id> del <dip/nne <sip/nme [<p>] [<t>]

DiffServMarker

The DifferentiatedServicesMarker componentanbe configuredwith a setof
rules, specifyingwhich flow shall be marked with which DSCP up to which
bandwidth.

ifconfig <if> gs <dsns-id> mark [source a.b.c.d/n]
[dest a.b.c.d/n] [proto p] [tos t] as <service>



The commandallows to specifythe flow by sourceanddestinationaddresses,
the protocolandthe ToS Byte value. The servicespecifieswhich DSCPshall
be set. The servicecansimply be EF for the ExpeditedForwardingserviceof a
termlike

af[1] 2| 3| 4] : bwi[: bs1]: bw2: [ bs2]

for AssuredrForwarding. Theinitial afl, af2, af3, or af4 specifieshe AF class.
This parametehasto befollowedeitherby two or by four otherparametersset-
ting eitherthe maximumallowed bandwidthsfor low andmediumdrop prece-
denceor the bandwidthvaluesand the bucket sizesof the accordingToken
Bucketfilters.

TRIO queue

TheTRIO queueis aspecialgueuedesignfor the AF serviceby droppingpack-
etswith specificDSCPswith differentprobability This behaiour canbe in-
fluencedby settingdifferentqueuelengthsfor the droppingprobabilities. The
command

ifconfig <if> qgs <trio-id> gl 10 20 30

will configurea TRIO queueto a maximumaqgueuelengttof 30 paclets. Packets
with high drop precedencaredroppedif the queuelengthexceedslO paclets,
whereagaclets with mediumdrop precedencare droppedonly if the queue
exceed=20 paclets. Thereis anadditionalparameteto influencethealgorithm
usedto calculatethe droppingprobability This parametecanbe setby

ifconfig <if> gs <trio-id> node {hard]|linear}

Thedifferentalgorithmsaredescribedn section5.7.7.

4.2 Settingup Routes

This commandallows to add, list and deletestatic routesin the baselayer’s routing
table. Even when the baselayer’s routing rules supportsource,protocol and ToS
basedouting andthe binary API alsoallows to setup thoseroutes,the ASCII based
commandront endcurrentlyonly supportshe setup of "standard”routingrules.

Command Syntax:

route hel p:

route

route add <ip/nnmb> <interface>
route add <ip> <nnmp <interface>



4.3 Querying systeminformation

Thesystemcommand®ffer a possibility of accesgieneralaccesdo systeminforma-
tion, asthe centralscheduleor the moduleloader

Command Syntax:
sys hel p:

sys events
sys filters
sys | obs

sysevents: lists theregisteredschedulerevents. A typical outputfor a shellandtwo
interfacedooks somevhatlike:

shell susp 0.0 type R thrown - read O wite O hits 6
ifO susp inf type RWthrowmn - read 3 wite 3 hits 1
ifl susp inf type RWthrowmn - read 5 wite 4 hits 1

sysfilters: notyetimplemented

syslobs: thiscommandallowsto list all currentlyloadedobjects.

name hellot, id 0, node THREAD , size 10 kb, up 110.10 min
name pyan, id 3, nbde THREAD , size 90 kb, up 3.10 min

4.4 Loading new Objectsto the VR

This commandallows the loading of additionalmodules so called LoadableObjects
into the VR kernel. The commandsyntaxis simple and allows to passadditional
commandine argumentgo the LOB.

| oad hel p:

|l oad <lob> [argl] [arg2] [arg3] [...]

Theshellreplieswith someinformationaboutthe loadedobjector anerrorcode.
A typical outputmightlook like:

object 'hellot’ loaded, id is 0, node is THREAD

4.5 Connectiing extemal APIs

To connectexternal APIs the attachcommandallows to usetwo file systemfifo file
(seealso man mkfifo) to be usedto exchangebinary control andresultblocks. The
commandxpectsthefilenameof thefifo files.

attach <fifo_out> <fifo_in>






Chapter 5

Virtual Router API

This documentlescribesheinterfacebetweerthe Virtual Routers (VR) coremecha-
nismsandanapplicationrunningontop of the VR. Theapplicationmay useeitherthe

loadableobjectmechanisnto accesshe Virtual Routeror is run asanexternalprocess
usinga communicatiorchanneto interactwith the Virtual Router

5.1 API channelsand VRCB handles

A Virtual Routermay have several APIs eachusedby anotherapplicationlike a shell,
a paclet monitor or a graphicalfront end. EachAPI establishesn APl channel,a
duplex connectiorbetweerthe Virtual Routerandthe program.

Sinceonly this channels usedfor the communicationthe programmayalsoaccess
Virtual Routeron aremotecomputer

The communicatioris basedon Virtual RouterControl Blocks (VRCBs) andVirtual
RouterResultBlocks (VRRBs). The Virtual Routerrecevesa control block, parses
it, executesthe commandand returnsan appropriateresultblock. Thereare several
controlandresultblocksfor differentcommandsandthe accordingresults. All data
typesarein network byteorder A ulongspecifiesafour byte,aushortatwo bytewide
integer

To allow a simpleparsingof the controlandresultblocksa hierarchyof controlblock
exists. Eachblock startswith a genericheader(VRCB/VRRB) andis followed by
commanddependentata. A specifierat the beginning of the control block defines
theformatof thefollowing data.Additionally, the basicVRCB containsa handleand
informationaboutthe controlblock lengths.

VRCB Control Block

ushort Handleof the controlblock, it will bereferencedn there-
turnedresultblock

ushort total lengthof controlblock

ushort VRCB commandspecifier

The handleis uniqueandreferencedy thereturnedresultblock. This allows a sim-
ple mappingbetweencommandsandthe accordingresults. Currently the following
VRCB commandspecifiersaredefined:
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VRCB commandspecifiers

1 addaninterfaceto the Virtual Router

2 deleteaninterface

3 getlist of interfaces. This will returnalist of num-
bersusedto referenceaninterface

4 gueryaninterfaceby its name.

10 changingnterfaceparametergoandwidth,...), mod-
ify thequeueingsystem

20 list, addanddeleteroutingtableentries

21 querythe event handlerandreturnthe event status
of scheduledventsor deviceslike interfaces

30 setup list andremove filter setup

31 addanew protocolstackto the Virtual Router

40 list, addandremove loadableobjects

50 sendan|P pacletto the Virtual Router

The Virtual Routerreturnsa specific Virtual RouterControl Block accordingto the
receved controlblock. Eachresultblock startswith abasicVRRB.

VRRB Result Block
ushort handlereferencingheaccordingcontrolblock

ushort type of thereturnedresultblock

ushort total lengthof theresultblock

It referenceghe accordingVRCB by a handle. The resultblock type is important
to processasynchronousvents. Usually a control block is directly respondedy the
accordingresultblock (type 0). Someconfigurationscancausethe Virtual Routerto
sendadditionalinformationasynchronouslgverthe APl channel.Thereforethisfield
is setto signalthe type of resultblock receved. Currentlythe following valuesare
defined:

ResultBlock Types
0 | synchronoufkB sentasananswerto aCB
filteredpaclet
2 | pacletfor protocolstack

=

If afiltered pacletis sentover the API channelthe handleof the resultblock refers
to the handleof the control block sentto setup the filter. The APl guaranteeshat
thereareno asynchronougaclets sentbetweena control block andits synchronous
answer Howevertheremightbesomeasynchronoupacletsstill in theline. Therefore
incomingdatagramshouldbe checled for their handleandresultblock type.

This control block - result block mechanisnis usedfor all typesof configuration.
Thecontrolblocksarestructured Additionally to the VRCB commandspecifierthere
might be additionalcommandspecifierscontrolling certainpartsof a componen{e.g.
controlof the queueingsystemof aninterface).



5.2 Adding an Interface

To addaninterfacea specialVRCB hasto be sentoverthe API. This VRCB contains
fundamentainformationabouttheinterfaceto beadded.

IF_ADDINTERFACE CB Control Block

VRCB controlblock with handle lengthandbasecommandspec-
ifier

byte[10] nameof the interface. The string hasto be followed by a
0-byte

ulong ip addressin network byte order as returned by
i net _addr ()

ulong netmaskn network byteorder

ulong broadcasaddress

The namefield hasto beterminatedby a null byte. A differentnameshouldbe used
for eachinterface. The Virtual Routerwill returnblock containinginformationabout
theinterface.

IF_INFORMA TION _RB ResultBlock

VRRB resultblock with thereferencéhandleandthelength

byte theinternalnumberof theinterfacewithin the VR. This pa-
rameteiis setto Oxffff if therequesfails.

byte[10] the nameof theinterface

ulong ip address

ulong netmask

ulong broadcasaddress

ulong numberof receved paclets(rx)

ulong numberof transmittedpaclets (tx)

ulong errorsduringtransmission/receptio

ulong pacletsdroppedby theinterfacesqueueingystem

ulong bandwidthin bytespersecond

ulong bucket sizeof theinterfaces ratelimiter in bytes

ulong bucket level of thelimiter in bytes

ulong ip translationfor outgoingpaclets: address

ulong ip translationfor outgoingpaclets: netmask

ulong ip translationfor outgoingpaclets: new address

ulong ip translationfor outgoingpaclets: pattern

ulong ip translationfor incomingpaclets: address

ulong ip translationfor incomingpaclets: netmask

ulong ip translationfor incomingpaclets: new address

ulong ip translationfor incomingpaclets: pattern

byte connectiontype; 0: not connected,l: softlink, 2: udp-
tunnel, 3: local link (FIFO), 4: ipip tunnel (logical inter
face)

ulong[3] connectiorparameters

On error the interface numberfield is setto Oxffff. Seetable on page5.6.2for a
descriptionof connectiorparameters.



5.3 Deleting Interfaces

IF_DELETEINTERF ACE_CB Control Block
VRCB the controlblock header
ushort the numberof theinterfaceto bedeleted

As aresponséo this controlblock the Virtual Routerreturns:

IF_DELETEINTERF ACE_RB Result Block
VRRB resultblock header
ushort numberof the deletednterface,0xffff on error

5.4 Querying Interface Numbers

To queryalist of existinginterfacenumbersa VRCB with theaccordingyRCB com-
mandspecifieris sentto the VR. The VR will returnaresultblock with alist of valid
interfacenumbers.

IF_IDQUERY _CB Result Block
VRRB resultblock header
byte[] returnsalist of interfacenumbers

The length field in the result block headercan be usedto calculatethe numberof
returnedinterfacenumbers.

5.5 Query Interface by Name

The specialcommandhereis to querythe interfaceid by the nameof the interface.
Theaccordingcontrolblockis:

IF_IDNAMEQUERY _CB Control Block
VRCB controlblock header
byte[10] nameof theinterfacethe numberhasto be queried

The Virtual Routerwill returnan interfaceinformationresultblock asdescribedon
page3l. If thereis no matchinginterfacewithin the Virtual Routerthe numberfield
of thereturnedresultblock will besetto Oxffff.

5.6 Configuration of a specificlnterface

Thereareseveralinterfacespecificparameterer commands Eachcontrol block ad-
dressinga specificinterfacestartswith anextendedvRCB calledIF_VRCB providing
thenumberof theinterfaceandaninterfacespecificcommandode.



IF_VRCB Control Block

VRCB the controlblock header
ushort interfacenumber
ushort interfacespecificcommand

The interfacespecificcommanddetermineslsothe format of the restof the control
block. Thefollowing tablelists the currentlydefinedcommandcodes.

interfacespecificcommandcodesandtheir parameters

1 - query interface information (see sec-
tion 5.6.1)

2 - reset all counters of an interface
(rx,tx,droppedoaclets,errors)

101 byte[10] set the interface name. The string
shouldbeendedby a0 byte

102 3 x ulong changeof ip-addressnetmask broad-
cast(seesection5.6.2)

105 2 x ulong configure the interface bandwidth

(bytes per s) and bucket size (bytes)
(seesection5.6.2)

107 4 x ulong setup of translationtable for receved
paclets (ip address, netmask, nev
value,pattern)

108 4 x ulong setup of translationtable for paclets
to be sent(ip address,netmask,new
value,pattern)

109 byte+ ulong+ 2x ushort | connecbr disconnectheinterface(see
section5.6.2)

120 configurationof the interfaces queue-
ing (seesection5.7)

5.6.1 Querying Interface Configuration

This interfacecommandakesno aguments.An IF_ZVRCB with the accordingcom-
mandvaluel is passedo theVirtual Router TheVirtual RouterreturnsanlF_INFOR-
MATION_RB asdescribedn page31. If anerroroccursthefield of theresultblock
containingtheinterfacenumberis setto Oxffff.

5.6.2 Setting of Interface Parameters

As canbeseerin theprevioustableseseralparametersf theinterfacecanbemaodified.
Eachof theseconfigurationss doneby an IF_ZVRCB with the appropriatecommand
specifierandsomeadditionalcommandiependentlata.

Any of thisrequestsvill beansweredy areturnedF_INFORMATION_RB with the

interfacenumberfield setto Oxffff if anerroroccurred.Thefollowing list will briefly

describehecommandsandtherequiredparameters.



interface bandwidth/bucket size(105): Thefirst parametespecifieshe bandwidth
in bytes per second,the secondone the bucket sizein bytes. If the second
parameters setto Oxffffffff the bandwidthonly is modified.

ip, netmaskand broadcastaddresseg102): This API call requiresthree parame-
ters. If a parametelis setto Oxffffffff, the accordingvalue of the interfaceis
not changed.Eachaddresshasto be providedin network by orderasreturned
by thei net _addr () function.

(dis)connecta Virtual Router interface (109): Sincea Virtual Routerinterfacemay
be connectedn differentmannershis control block takes a setof parameters.
The meaningof this parameterslependon thetype of the connection.

IF_CONNECTION _CB Control Block
IF_ZVRCB interfacecontrolblock header

byte connectiortype

ulong[3] connectiorparameters

Theconnectiorparameterandtheir meaningaredefinedin thefollowing table.

ConnectionlypesandParameters
type | [0] [1] (2]
disconnected 0 - - -
Softlink 1 - #no -
IPC 2 - #no 1/2
UDP 3 destinatioraddress | tx port | rx port
IPIPtunnel | 4 destinatioraddressR - MTU
Softlink
Host A / Host B Host C Host D
5010/ etho etho sol0 | soll
etho |_if0 ifo | ifl %
| | \ 1
I I—————‘—I I!._I:::::_‘__I__ _I ___________ l_'
network connection
Tunnel FIFO (IPC)

The Virtual Routerwill returnan result block with interface informationsas
describednpage3l. Accordingto thetypeof erroreithertheinterfacenumber
field is setto Oxffff or theconnectiorparametershavs a (dis)connectedevice.

5.7 Modifying the QueueingSystem

Becausef its flexibility the gueueingsystemis oneof the mostcomplex partsof the
interface. It consistsof a setof componentdike queuesfilters, shapersand sched-
ulers,that canbe combinedand configuredduring runtime. Currentlythe following

componentareoffered:



Queue TBE

Classifier Scheduler

Figure5.1: Several small

gueueing components
set up more complicated
gqueueingsystems

e agenericclassifier

e atokenbucket filter

e adroptail (FIFO)queue

e arandomearlydetectionqueue(RED)[FJ93
e aWeightedRoundRobin(WRR) scheduler
¢ asimpleRoundRobinscheduler

e aPriority RoundRobin(PRR)scheduler

¢ aTRIO queugHBWW99]

¢ aDifferentiatedServiceamarker

e aPriority WeightedRoundRobin (PWRR)scheduler

EachVirtual Routerinterface hasan own queueingsystemattached. It storesand
processepacletsputto theinterfaceby the Virtual Router Every time theinterface
is able to transmit,a paclet is removed from the queueand sentover the interface
connection.

The queueingsystemimplementedwithin the Virtual Routerconsistsof severalsmall
basiccomponentsslistedabove. Thesecomponentganbe linked togetherto setup
complicatedsystemdavouring certainkinds of pacletsor limiting the bandwidthof
others.

As canbe seenin Figure5.1, eachqueueingcomponenhasa numberof input links
anda numberof outputlinks. The numberof input and outputlinks dependon the
type of the componentWhile a FIFO queuewill have oneinput andoneoutputlink,
aclassifierwill have oneinputandmultiple outputlinks. For the setup of aqueueing
systenthefollowing stepsarerequired:

creation of components: Sinceaqueueingystenwill containmultiple queuer to-
kenbucketfilters,a componenfirst hasto beinstantiated Eachinstancegetsan
uniqueid, thathasto beusedasreferenceo thisinstanceluringlateroperations.

linkage of instances: The instancegreferencedy their id numbers)canbe linked
together Thenumberof links allowedfor acomponentiepend®nits type.



Figure5.2: Theroot components the
basisfor all othercomponentandcon-
nectsthe queueingsystenmwith thein-
terface

DropTail

- Root —
Component

componentconfiguration: Eachinstanceof a queue,a scheduleior ary othercom-
ponentcanbeconfiguredseparatelyOf courseit is possibleto definesomerea-
sonableglobaldefault valueslike FIFO queudengths.But sincethe behaiour
of thequeueingsystemwill dependnapropersetup of eachsinglecomponent,
bandwidthvaluesandbucket sizesfor the token bucket filters canof coursebe
setseparatelyaswell asthe weightsor priorities of PRR/WRR/PWRRsched-
ulers.

Thebasisto link the queueingcomponentss the root componenaisshavn in Figure
5.2. A paclet forwardedto the interfaceis sentto the root component. The root
componentvill forwardthe pacletto thenext component.

Theroot componentis alsoaccessedf theinterfacecansenddataandhasto extract
pacletsfrom the queueingsystem.Therefore eachpaclet leaving the Virtual Router
hasto passthe root componentwice. First whensentto the interfaceanda second
time, whenextractedfrom the queueingsystemo betransmitted.

Eachdifferentcomponentype hasantypeid aslisted on the following table. Thisid
is usedto signala componentsype within the controlandresultblocks.

Componentypesandids

componentypeid

0 theroot componenttself
1 droptailqueue asimpleFIFO queue
2 Token Bucket Filter to limit bandwidthswith vari-

ablerateandbucket size

3 genericmulti field classifier

4 genericschedulemwith RR, WRR and PWRR sup-
port

5 trio queuefor differentiatedservices

6 a paclet marker asrequiredfor differentiatedser
vices

The componentdisted in the table may be created,connecteddisconnectedndre-
moved. All commanddor the queueingsystemor queueingcomponentsstart with



If_Q_VRCB extendingthe IF_ZVRCB control block usedfor interface configuration.
To accesghe queueingsystemthe appropriatecommandspecifiershave to be setin

the VRCB, the IF_ZVRCB andin the IF_Q_VRCB. The following tablelists the com-
mandspecifierdor thelF_Q_VRCB.

IF_Q_VRCB Control Block

IFZVRCB theinterfacespecificcontrolblock, containingalsothefun-
damentaMRCB

ushort gueueingsystemspecificcommand

The table lists the commandset which can be sentto an interfaces queueingsys-
tem. This setcoversmainly tasksconcerningall components.To configurea single
componenthe commandspecifier#10 provides direct accesso a component. The
configurationof specificcomponentslepend®f coursecrucially onthecomponens
typerequiringspecialcontrolandresultblocksaswill bedescribedn thenext section.

basicqueueingsystemcommands

1 - list all componentgsection5.7.1)

2 - list all connectiongsection5.7.2)

3 ushort createcomponentsection5.7.3)

4 ushort remove component

5 2 x ushort connectwo componentgsection5.7.5)

6 2 x ushort disconnectwo componentgsection5.7.6)
10 componenspecificconfiguration

5.7.1 Query List of Components

Torequestlist of componentshelF_Q_VRCB doesonly containthe commandspec-
ifier, andno additionaldatais neededThereturnedresultblocklookslik e this:

Result Block

VRRB theresultblock header
ushort[] list of (c-id/c-type)pairs

Eachlist elementhastwo fields. Thefirst onespecifiegshecomponensid, thesecond
one the type of the component. As mentionedpreviously, eachcomponentin the

gueueingsystemhasan uniqueid usedto addresshe component.To calculatethe

numberof componentgontainedn theresultblock, thelengthfield within the VRCB

canbeused.



5.7.2 Query list of Connections

A controlblockwith thequeueingcommandspecifies#2 will returnaresultblockwith
alisting of all connectiondetweerthecomponents.

Result Block

VRRB theresultblock header
ushort][] list of [c-id/c-type,c-id/c-type]tuples

Eachlist elementscontainsinformationfor bothcomponents connection.Therefore
four valuesare includedFor eachend point a c-id/c-typepair is provided. The first

pair specifieghe startpoint of the connectionthelastonethe endpoint. As usualthe

lengthfield in the VRRB canbeusedto calculatethe numberof connections.

5.7.3 Createanew Component

A new components createdby sendingthe componentypeto the API.

Control Block

IF.Q_VRCB the queueingystemheadeiblock
ushort type of componento becreated

The API answerswith anip/typetuple.

Result Block
VRRB thecommonresultblock header
ushort thecomponentd of the createccomponent
ushort thetypeof thecreateccomponent

On errorthe componenid is setto Oxf f f f . In future releaseshe componentype
may be usedfor furthererrorcodes.

5.7.4 Remove a Component

For the removal of a componenthe componenthasto be disconnectedirst. If the
components not connectedhefollowing controlblock will remove thecomponent.

Control Block

IF.Q.VRCB thequeueingsystemheademblock
ushort theid of thecomponento bedeleted

The API answerswith anip/typetuple.

Result Block
VRRB thecommonresultblock header
ushort thecomponentd of theremoved component
ushort thetypeof theremoved component

Thecomponentd is obsoleteaftertheremoval of acomponenandmightbere-usedf
othernen componentarecreated On errorthereturnedcomponentd is setto Oxffff,



the componentypefield indicatesthe error more preciselyaslisted on the following
table.

Error codesduringcomponentemoval

componentd | componentype
Oxffff 1 cannotdeleteroot component
Oxffff 2 no suchcomponent
Oxffff 3 componenbusy

5.7.5 Connecttwo Components

A connectionbetweentwo componentsallows to passpaclets from onecomponent
to thenext. A componentnay have multiple connectiongo othercomponentsasfor
examplea classifiersputs pacletsto differentqueues.Whethera componentllows
multiple connection®r notis determinedoy the componenitself. The TBF hasone
inputandoneoutputslot. Thereforea TBF canhave two connections:

— tbf The tbf is the end point of a connectionand receves paclets from another
componennt.

tbf « Thetbf is the startpoint of a connectiorandsendgacletsto the nectcompo-
nent.

Any additionalconnectiorfor a Token Bucket Filter would resultin anerror.

Control Block

IF.Q_VRCB thequeueingsystemheader
ushort componentd 1
ushort componentd 2

The Virtual Routerreturnsaresultblock with a pair of bothcomponentds.

Result Block
VRRB theresultblock header
ushort componentd 1
ushort componentd 2

Both componentds arealsousedto indicateerrorsasshavn on thefollowing table.

Error codesduringComponentConnection
id1 | id2 | description
Oxffff 1 | firstid invalid, no suchcomponent
Oxffff | 2 | secondd invalid, no suchcomponent
Oxffff | 3 | connectiorto next failed,componenbusy
Oxffff | 4 | connectiorto previousfailed,componenbusy
Oxffff | 5 | invalid length




5.7.6 Disconnecttwo Components

Thedisconnectiomequiresasimilardataformatasusedor theconnectiorof queueing
components Also the error codesreturnedwithin the resultblock if anerroroccurs
aresimilarto thoseusedduringcomponentonnection.

5.7.7 ComponentConfiguration

Thecommandslealingwith the queueingsystempresentedofar coveredtasksmore
generalik e the creationof queueingcomponentandtheir connection.

In this sectionthe configurationof specificqueueingcomponentsill be described.
As explainedbeforeeachcomponenhasan uniqueidentifier To addressa specific
componentthe previously introducedlF_Q_VRCB control block is extendedto an
IF_.QSVRCB.

IF_ QS VRCB Control Block
IF_.Q.VRCB gueueingsystemcontrolblock header

ushort componentd of theaddressedueueingcomponent
ushort componenspecificcommand

As mentionedbeforethe controlblocksfollow somekind of hierarchy Thereforethe
IF_Q_VRCB headercontainsothercontrol block headersTo illustratethat hierarchy
thefollowing tablelists acompletelF QS VRCB.

IF_ QS VRCB Control Block
ushort controlblock handle

ushort lengthof the controlblock

ushort VRCB commandspecifier= 10

ushort interfacenumber

ushort interfacespecificcommand|F_-VRCB) = 120

ushort gueueingsystemcommand= 10

ushort componentd of theaddressedueueingcomponent
ushort componenspecificcommand

Theoreticallya componenspecificcommandcodemight have differentmeaninggor
differentcomponentsSincethereareenoughcommandspecifiersvailableandamul-
tiple usageof the samevaluewould make thingsmore complicateddifferentcompo-
nentcommandcodesweredefined.As canbe seenin the following table,component
specificcodesof a valuelessthan 100 arededicatedo functionalitiescommonto all
componentdike the information query or the resettingof statisticalcounters. The
meaningof commandcodesover 100 maydiffer for differentcomponents.



Commandcodesfor specificqueueingcomponents
code | component
1 all resetthe statisticalcountersof the component
2 all informationrequest
210 | 2 configureToken Bucket Filter
310 |1 configureDroptail (FIFO) queue
410 | 4 changaheschedulemode
411 | 4 modify a schedulemweight/priority
511 | 3 addingaclassifierrule
512 | 3 removing a classifierule
611 | 6 addaruleto the DifferentiatedServicesamarker
612 | 6 deletearule within the DifferentiatedServiceanarker
710 | 5 configurethe DifferentiatedServicesTRIO queue

Of courseeachof the componentlependentommandsequiresa specificconfigura-
tion datagramThecontrolblockshave only theIF_ QS VRCB partin common.

Resetthe Counters of a Component

A resettingof a componentaffects all statisticalcountersof this component. The
function is commonto all componentof the queueingsystem. An IF_QS.VRCB
with the appropriatecommandcodeis sentto the API. As resultanempty VRRB is
returned.

Query a Component’s Status

For arequesbf componenparameterandstatisticcountersaanIF_QS_VRCB control
block with the appropriatecommandcodeonly is necessaryObviously, the amount
andtype of datareturneddepend<rucially on the componentype. However, each
resultblock returnedstartswith:

QS.STAT_VRRB Result Block
VRRB thegenerakesultblock header

ushort componentd

ushort componentype

The restof the resultblock dependn the component.The following list described
theresultblocksreturnedoy eachcomponent.

Droptail Queue: containsinformationaboutthe only parametenf a droptail queue,
thequeudengthandstatisticainformation,how mary pacletspassedhequeue,
how mary pacletsweredroppeda.s.o.



Result Block

QS STAT_VRRB
ushort

ulong

ulong

ulong

ulong

commonstatisticalheader
lengthof queuen paclets
droppedpaclets
dequerequests

dequehits

dequefails

Root Component: Sinceall pacletssentto the queueingsystempassthe root com-
ponentthestatisticaldatain this datagrangivesavery globalimpressiorabout
the queueingsystens actiities.

Result Block

QS STAT_VRRB
ulong
ulong
ulong
ulong

commonstatisticalheader
enquedbaclets

dequedbaclets

pacletsstoredin the queueingsystem
pacletsdroppedby the queueingsystem

Token Bucket filter: Thetoken bucket filter is definedby a token rateanda bucket
allowing to buffer a certainamountof tokens.

ResultBlock

QS STAT_VRRB
ulong
ulong
ulong
ulong
ulong
ulong
ulong
ulong
ulong

commonstatisticalheader
bucket ratein bytespersecond
bucket sizein bytes

enquehits (internal)
enquefails (internal)
enqueempty(internal)
dequehits (internal)
dequefails (internal)
dequeempty(internal)

bucket overflows

Generic Scheduler: A queryfor statisticaldatarevealsdatafor eachconnecteatom-
ponent.Eachcomponensendingdatato the scheduleis describedy a GEN_-

SCHEDREC.

GEN_SCHED_REC

Data Record

ushort
ushort
ulong

ushort

typeof precedingcomponent

id of the precedingcomponent
successfutlequesvents
priority/weight(depend®n schedulemode)

Theserecordsandalsoadditionalinformationaboutthe currentschedulemode
arecontainedn theresultblock returnedfollowing to aninformationrequest.



Result Block

QS STAT_VRRB
ushort
ushort
ushort

commonstatisticalheader

type of next component

id of next component
schedulemode(PPR,WRR, PWRR)

GEN_SCHED.REC][] theschedulerecords

Classifier: Thestatusinformationof the classifiermainly containsinformationabout
the rulesusedto forward pacletsto othercomponents.The VRRB containsa
recordfor eachoutgoingcomponent.Theserecordsareappendedo theresult

block header

ResultBlock
QS STAT_VRRB commonstatisticalheader
ulong dequeevents
ulong enqueevents
QS CLASSREC|[]] theclassifiersrecords
QS.CLASS_REC Data Record
ushort componentype
ushort componentd
ulong sourcep address
ulong sourcenetmask
ulong destinatioraddress
ulong destinatiometmask
ushort ToShyte, use0xffff to ignorethis field
ushort protocol,useOxffff to ignorethis field

Differ entiated SewicesMark er: TheDifferentiatedServiceamarker returnsthefol-
lowing structurewith statisticalinformation. The structurecontainsoverall in-
formation aboutthe markingandthe remarkingthe componentasperformed
andinformationabouteachmarler rule.

ResultBlock

QS STAT_VRRB
ulong

ulong

ulong
DSM_REC]]

commonstatisticalheader
enqueueghaclets

new markssetby the marker
paclet keptold mark
therecordswith themarler rules

Thisstructureis followed by anumberof DSM_RECs.Theserecordsarerelated
to themarlker rulessetup by precedingcontrol blocks.



DSM_REC Data Record

ulong sourceip address

ulong sourcenetmask

ulong destinatioraddress

ulong destinatiometmask

ushort ToSbyte, useOxffff to ignorethisfield
ushort protocol,useOxffff to ignorethis field
ushort theservicetype: EF, AF, ..

ulong servicedependenparameters

The precisenumberof DSM_RECsdependof courseon the numberof setup
rules. The numberof recordscontainedwithin the controlblock canbe calcu-
latedby the controlblock’s size.

TRIO queue: Thedatagrantontaingnainly dataaboutthequeudengthssetfor each
droppingprecedenceAdditionally to somestatisticalinformationthe modethe
TRIO queuses currentlyworkingin is returned.

ResultBlock
ushort themodeof the TRIO queuelinear, booleanyed
ushort[3] threequeudengths
ushort pacletscurrentlyin thequeue
ulong[3] pacletsdroppedwith thedifferentdrop probabilities
ulong dequerequests
ulong dequehits
ulong dequefails

Configuration of Token Bucket Filters

To reducethe throughputof a componento a certainmaximuma token budket filter
canbe applied. Thereforea combinationof a FIFO queueand a token bucket filter
canbeusedto shaperaffic. Sincethetokenbucket filter only actsaslimiter, a queue
is neededto drop the paclets. Thereforea strict policer will containa queuewith
a minimal queuelength and a token bucket filter, to limit the rate the queuecanbe
emptiedwith.

Control Block

IF_.QSVRCB controlblock headeffor the queueingsystem
ulong bandwidthin bits persecond
ulong bucket sizein bits

This datagranchangeghe settingsof a token bucket filter component.The two only
parametearethe bandwidthandthe bucket size. The bandwidthis measuredn bits
per second,the bucket sizein bits. If a parameteiis setto Oxffffffff, the APl will
not changethe accordingtoken bucket filter parameter The Virtual Routerreturnsa
datagranwith statisticainformationaboutthetokenbucketfilter asdescribednpage
42.



Configuration of the Droptail Queue

The droptail/FIFOqueueis a simplequeuefor buffering paclets. If the queueis full,
new pacletsarediscardedTheonly parameteis the numberof pacletsthequeuecan
hold.

Control Block
IF.QSVRCB controlblock headeffor the queueingsystem
ushort new queudength

Thisallowsto modify the maximumnumberof allowedpacletsin thedroptailor FIFO
gueue.Thecontrolblock startswith theusuallF_QS_VRCB andcontainsanadditional
field for the queuelengthonly. The Virtual Routerreturnsthe statisticalresultblock
for thedroptailcomponent.

Modify SchedulerWeights/Prios

To mege pacletscoming from differentcomponents schedulelis used. Thereare
differentschedulealgorithmsavailableto be ableto achieve differentbehaiours. All
differentschedulemodesareintegratedinto a genericscheduler

Control Block

IF_.QSVRCB controlblock headeffor the queueingsystem
ushort componentd of theincomingcomponent
ushort new weight/priority

Weightsandprioritiesof thescheduledetermine- dependenbnthescheduler mode
the amountof bandwidththe connecteccomponentanachieve. In weightedround
robin (WRR) modethe shares of acomponent: is calculatedoy:
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In the PWRRmodethe componentvith the heightestweightz = 0 is processedf a
pacletis available. The shares for the othercomponents: > 0 canbecalculatedby:
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In the Round Robin modethe weight of the componentss ignored,in the Priority
Round Robin mode incoming paclets are processedn order of their componens
weight. TheVirtual Routerreturnsaresultblock containingthechangedecord(GEN-
_SCHED.REC) (seepage43). If anerroroccurs(e.g.thereis no suchoutgoingcom-
ponent)a plain VRRB will bereturned.

ChangeSchedulerMode

Themodeof the schedulers changedy this datagram.

Control Block
IF.QS.VRCB controlblock headeffor the queueingsystem
ushort new mode




The VR returnsstatisticaldatafor the schedulefseepage43) but without therecords
for the connectedcomponentsThe appropriatenodevaluesare0 for Priority Round
Robin, 1 for WeightedRoundRobin, 2 for RoundRobinand3 for Priority Weighted
RoundRobin. A changeof the modeparametedoesnot affect the connecteccom-
ponents.Theweightsusedduringweightedfair queueingareinterpretedaspriorities
duringRR, PRRandPWRR.Sothe modemay be switchedwithout reconfiguringthe
weights/priorities.

Adding a Classifierrule

The classifieris usedto distinguishbetweenpaclets andforward themaccordingto
a setof rulesto othercomponents.The classifiermight work in MF of BA mode,
checkingeithervariousfields of the IP headeror only the DSCPvalue,dependingn
therulessetup. Therulesconsistof a setof thefollowing specifiers:

e sourceaddresgspecifiedoy IP addresandnetmask)

destinatioraddresgspecifiedby IP addresandnetmask)

DifferentiatedServicesCodePoint

maximumpaclet size

protocoltype

Of coursefor a pureBA classifieronly rulesregardingthe DSCPwould be applied,
while the otherfields areinterestingfor a multi field classificatioronly. Evenwithout
DifferentiatedServicesa queueingsystemthereforemight assurea certainshareof
bandwidthto TCPflowsin orderto protectthemagainstaggressie protocols.

Control Block

IF.QS.VRCB controlblock headeffor the queueingsystem
ushort id of the outgoingcomponent

ulong sourceaddress

ulong netmaskor sourceaddress

ulong destinatioraddress

ulong netmaskor destinatioraddress

ushort protocol

ushort ToS

This datagramaddsa filter rule for an outgoingcomponent.To avoid a filtering by
protocolor ToSvaluesetaccordingvaluesmight be setto 0xffff. The Virtual Router
returnsan information block for the classifierwith the addedrecordappendechas
explainedon page43.



Removing a Classifierrule

Control Block

IF.QSVRCB controlblock headeffor the queueingsystem
ushort id of the outgoingcomponent

ulong sourceaddress

ulong netmaskor sourceaddress

ulong destinatioraddress

ulong netmaskfor destinatioraddress

ushort protocol

ushort ToS

This datagramallows to deleteafilter rule. Thefirst rule matchingthe datagranwill
be removed from the classifiers table. If multiple matchingrulesexist, this datagram
hasto be usedrepeatedly The Virtual Routerreturnsa result block with classifier
statisticsandthedeletedrecordGEN_.CLASS REC appendedseepaged3).

Adding a Differ entiated SewvicesMark er Rule

Theimplementatiorof DifferentiatedServicesequirestwo additionalcomponentsa
DifferentiatedServicemarker andaqueuecapablgo handlemultiple dropprecedences
asrequiredfor AssuredrForwarding. The DifferentiatedServicemarker implemented
within aVirtual Routerallowsto specifyasetof rules. Theserulesincludea patternfor
the pacletsto be marked anda traffic profile. The patternincludessimilar parameters
like the multi field classifier

e sourceaddressange(specifiedby addresandnetmask)
e destinatioraddressange(specifiedoy addresandnetmask)
o DifferentiatedServicesCodePoint

e protocoltype

The profile determineghe type of serviceandadditionallyrequiredparametersFor

Expedited~orwardingthis is simply a bucket rateanda bucket size. Packetsmatching
apatternaremarkedwith the EF DSCPupto thespecifiedbandwidth.Thebucket size
allows to adda certainacceptancéor bursts.

Within anAF classpacletshave to be marked for differentdrop precedencesThere-
fore a two ratesinglethreecolour marker assuggestedby Heinanerhasbeenimple-

mentedasshavn in Figure5.3. Of courseAssuredrorwardingrequiresaspecification
aboutwhich AssuredrForwardingclassis to be used.
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Control Block

IF_.QSVRCB
ulong

ulong

ulong

ulong

ushort
ushort
ushort
ulong[4]

controlblock headeffor the queueingsystem
sourceaddress

netmaskor sourceaddress
destinatioraddress

netmaskfor destinatioraddress

protocol
DifferentiatedServiceCodePoint(DSCP)
nev DSCP

parameters

Thedatagranallows to addarule to the DifferentiatedServicemarker. Theaddresses
andnetmasksllow to specifya setof flows. If the valuesfor the protocolandthe
DSCPareto beignored,thosefieldsin the datagranmight be setto Oxffff. The API
returnsa statisticalblock with the addedrule (DSM_REC) appendedisexplainedon
page43. The parameteblock (ulong[4]) depend®n the servicetype. If the service
typeis EF the parameteblock might remainempty Usingthe AssuredForwarding
servicetheblock hasthefollowing meaning:

ServiceParametersor AssuredrForwarding

#0

maxbandwidthin bytesfor low dropprecedence

#1

bucket sizein bytesfor low dropprecedence

#2

max bandwidthin bytesfor mediumdrop precedence

#3

bucket sizein bytesfor mediumdrop precedence




Removing a Differ entiated ServicesMark er Rule

Control Block

IF.QS.VRCB controlblock headeffor the queueingsystem
ulong sourceaddress

ulong netmaskor sourceaddress

ulong destinatioraddress

ulong netmaskfor destinatioraddress

ushort protocol

ushort ToS

ushort new ToSvalue

The datagramallows to remaove a previously setrule from the DifferentiatedService
marlker’s internaltable. The API returnsa block containingstatisticsaboutthe marker
andtherecordwith theremovedrule(seepage43).

Modifying the TRIO queue

The secondcomponenimplementedespeciallyfor DiffSery is the TRIO queue re-
quiredfor AssuredrForwarding. The TRIO queuehasto differentiatebetweerpaclets
accordingo their DSCPvalueanddropsAssured-orwardingpacletswith ahighdrop
precedencearlierthanthosewith alow one. Thecommonalgorithmfor suchaqueue
is basedon RED. Sincethe benefitsof RED to multi protocolflows arequestionable
asshavn by ns simulations,the VR TRIO queueimplementatiorsupportsdifferent
algorithms.

Control Block

IF.QSVRCB controlblock headeffor the queueingsystem
ushort mode

ushort thiow

ushort thmedium

ushort thhigh

boolean(0) Thisis thedroptail or FIFO mode.For eachdrop precedenca threshold
is defined.If apacletarrivesandtheactualqueudengthl exceedgheaccording
thresholdthe pacletis discardedObviously

thlow > thmedium > thhigh

hasto be true for AssuredrForwardingto work properly The probability p for
thedifferentdropprecedenceare:

DPiow

0 forl < thiw
1 else



for < thmedium
else

= O

Pmedium — {

Phigh = {

linear A pair of queuelengths(th,,n, thma:) is definedfor eachdrop precedence.
Betweenthesetwo queudengthsthe droppingprobabilityis increasedinearly.
Insteadof usingthe actualqueuelengthl anaveragedjueuelengthavg is cal-
culated:

forl < thh,ig
else

—_— O

avg = (1 —wg)avg +1 - w,

Thevalueof w, defineshow fastthe queuereactto bursts.
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Thefollowing figureillustratesthe droppingprobabilitiesfor the differentdrop
precedences:
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As the graphshaws, this modeis somekind of simplified RED. It hasbeen
shawn, thatthe choiceof goodRED parameterss complex andthe benefitsof
the RED algorithmin a scenaricof mixed protocolsis questionableDueto the
lower numberof parametershis algorithmcanbe adaptednoreeasily



RED This modeprovidesa TRIO queuebasedon the original RED algorithm. The
droppingprobability is calculatedusingan exponentiallyweightedmoving av-
eragealgorithm(EWMA). This TRIO queuehasto be configuredwith a setof
ten parameters.The probability p to drop a paclet of a certainprecedencel
betweerthetwo thresholdgh? . andthd, . is:

min max

d avg—thd .

Pthd _—thd

max min
d
zd avgfthmé-n
P thd, .. —th

min

Pa =
(1 — count?) - ma.

Obviously the impact of the different parameterss not as obvious asin the
simplified RED version.

5.8 Routing

This sectionspecifiesthe datastructuresusedto setup andquerythe routesusedto
forward IP pacletsto specificinterfaces.Lik e the interfaceconfigurationthe configu-
rationis doneby VRCBsandVRRBsasdescribedbnpage29. Similarto theinterface
configurationa genericcontrolblock is definedto accesghe routingsystem.

ROUTE _VRCB Control Block
byte routingspecificcommand

Theroutingsystemneedghreedifferentcommand®only:

RoutingCommandCodes
1 | addarouteto theroutingtable
deletearoutefrom theroutingtable
3 | list all routesof thetable

N

A routeis representetly aROUTE_RECdatagramwhichis usedby all controlblocks
dealingwith routingtableentries.

ROUTE _REC Data Record

ulong sourceaddressQx0to disablesourcebasedouting

ulong sourcenetmask

ulong destinatioraddressQx0to ignoredisabledestinatiorbased
routing (ary practicaluse?)

ulong destinatiometmask

ushort protocol,0xffff to ignorethis field

ushort DSCPvalue,0xffff to ignore

ushort numberof interface,the paclet shallberoutedover




5.8.1 Adding routes

Thecontrolblock to addarouteis:

ROUTE_RECORD _VRCB Control Block
ROUTE_VRCB routingcontrolblock header
ROUTE REC routingrecord

Thefieldsto beignoredby theroutingmechanisnhave to be setto thedefault values.
For anormal’unix-like” routing,only the destinatiorbasedouting entrieshave to be
set. Theinterfaceid canbequeriedasdescribedn 5.5. The Virtual Routerwill return
aresultblocklike:

ROUTE_RECORD_VRRB Result Block
VRRB resultblock header
ROUTE.REC routingrecord

On error, the interfacenumberis setto Oxffff. The DSCPfield maythenbe usedfor
moredetailederrorcodes.

5.8.2 Deleting Routes

The deletingof routesworksin the sameway asthe addingof routes. Only the sub-
commandspecifieris different.

5.8.3 Querying Routes

To querytheroutesa ROUTE_VRCB with the appropriatesubcommandgpecifierhas
to besentoverthe API. TheVirtual Routerreturnsalist of ROUTE_.RECs.Thelength
field ontheVRRB headehasto beusedto calculatefor thenumberof returnedoutes.

Result Block

VRRB resultblock header
ROUTE.REC]] recordsof theroutingtable

5.9 Filter Setup

Filters are appliedto the centralforwarding mechanism.Eachfilter hasa coupleof
fieldsspecifyingthewantedpaclets,a referenceo the objectwherematchingpaclets
shallbesentto andapriority. Thepriority definesn which orderthefiltersareapplied
to thetransporteghaclets. Thisis importantasafilter mightremore amatchingpaclet
from the network. As a consequencthe pacletwill notreachthefollowing filters.

After all filters have beenapplied,the pacletis processedby theinternalrouting sys-
tem. Thefollowing commandsredefinedto setup list, modify andremove filters.

Filter specificcommandcodes
0 | getalist of filters

2 | addafilter

3 | remove afilter




A filter is representetly a FILTER_REC structure:

FILTER_REC Data Record
ulong addres®f anappropriatédrorwarderlFclass

ushort positionthefilter hasto be applied

ulong sourcelp addressNAK is Oxfffffffffd

ulong netmaslof the sourceaddress

ulong destinatioraddressNAK is Oxffffffff

ulong netmastkof thedestinatioraddress

ushort Typeof Service 0xffff to ignore

ushort protocol0xffff to ignore

ushort IP optionstype

ushort ip optionsvalue

ushort filter mode

byte[32] nameof thefilter

ushort handleof the controlblock thefilter wascreatedwith

Thefollowing list describeghevariablesin detailed:

addressis a four byte wide pointerto an appropriateforwarderclass. If the filter
is initialised by a loadablemodule,the loadablemodulecandefinea function,
which is directly calledwhich an matchingpaclet a agument. If this pointer
is setto 0, thefiltered paclets are sentover the API channelasasynchronous
VRRBs.

filter position definesin which orderthefilters areapplied. This canbe important
asfilters canalsoremove paclets. Thefilters areprocessedh the orderof their
position.If afilter with alow positionremaovesapaclet, this pacletis lostfor all
filterswith higherpositions.Packetsaddressetb thelocal hostareprocessedt
postion1000.Any filter with anid smallerthan1000will thereforeavenprocess
pacletsdirectedto thelocal host.

sourceip and source netmask specifythetypeof sourceaddresses be matchedy
thefilter. Theaddressebave to bespecifiedn network byteorder If no source
filtering hasto be applieduse0 andOxffffffff asvalues.

destinationip and netmask sameastheabore for the destinatioraddress.

Type of Sewice the Type of Servicebyteto matchthefilter. Oxffff disableghis filter
parameter

protocol Thisallowsto filter all pacletsof a specificprotocol(e.g. UDP, TCR, ICMP
...). Oxffff disableghisfilter function.

ip option type and value allows to reacton specialoptionsin the IP header (e.qg.
routeralert). Setbothto 0 to switchthis featureoff.

filter mode This parameters abitfield specifyingthe behaiour of thefilter.

bit | comment
0 | remove pacletif filter matches
1 | reassemblé&ragments




The appropriatecontrol blocksto remove, list andaddfilters aredescribedn the fol-
lowing sections.

5.9.1 Adding and Removing Filters

To addor remove afilter anappropriate/RCB hasto be sentto the APl. The VRCB
containsthe usualhandle,the lengthfield andthe commandto specify whetherthe
filter hasto beremovedor added.

Control Block

VRCB thecontrolblock heademwith commandspecifier= 30
ushort filter specificcommand
FILTER REC filter to beremovedor added

The returnedstructurerepeatsthe FILTER_REC containedin the accordingcontrol
block. Onerrorthecall backpointeris setto 0 andthenamestringof the FILTER_.REC
containssomeshorterrorstring.

5.9.2 Query List of Installed Filters

This function can be usedto query the actualinstalledfilters. The structureFIL-
TER_CB with thecommandcodeO resultsin alist of appliedfilters.

Result Block

VRRB theresultblock header
FILTERREC]] alist of filter records

As usualthelengthfield within the VRRB headercanbe usedto calculatethe number
of attachedilter records.
5.9.3 Adding a Protocol Stack

Protocolstacksareaccessetk e filters. Eithera call backfunctionis specifiedwithin
the control block or paclets matchingthe protocolid are passedasynchronouslyia
the API channel.

Control Block

VRCB thecontrolblock heademwith commandspecifier= 31
ulong pointerto the call backfunction
ushort protocolid

TheVirtual Routerresultblock contains:

Result Block

VRRB theresultblock header
ushort protocol

Onerrortheprotocolfield is setto O;



5.10 Loadable Objects

This type of API callsallow theintegrationof LoadableObjects(LOBs) into the VR
core. Theseobjectsare basedon a class,derived from the virtual classLOB and
arestoredin a separatdile. For someinformationaboutthe commandsisedto load
objectsfrom the standardshell seechapter4.4. The Virtual Routerdistribution also
containessomeexamplesfor LoadableObjects lik e two differentversionof a"Hello
World” programandanexamplefor a paclet filter.

Theloadableobjectspecificcommandsrelistedin thetablebelow:

Loadableobjectspecificcommandcodes
1 | loadobjectfrom file
2 | unloadobjectwith specificid

10 | getlist of informationblocks

A centraldatastructurefor loadableobjectsis the LOB_INFO_BLOCK . Thisis a
specialstructurecontainingall dataabouta specificloadableobject. This structureis
usedfor API calls queryinginformationor is returnedafter the loadingor unloading
of anobject.

LOB _INFO BLOCK Data Record
ushort anunigueid numberfor theloadableobject

ushort themodeof theloadableobject

ulong thesizeof the objectcode

ulong thetime in secondsincethe modulewasloaded

byte[32] theloadableobjects name

If anerroroccurstheloadableobjectid field contain0xffff andthe objectsnamefield
ashorterrorstring.

5.10.1 Loading an Object

To load an objectthe filenameof the objectkernelis forwardedto the API. The API
thenloadstheobjectandexecutests constructarThe API (andthereforealsotheevent
scheduler)s blocked aslong asthe constructoiis executed.Sonotime consumingor
blocking codecanbe executedn the constructar

Thefollowing controlblocktells the API to loadthe accordingoadableobject. Since
it is possibleto passcommandine parameterso theloadableobject,the controlblock
containsa list of 0-byte separatedtrings,eachtoken representing parameter The
first tokenis the nameof the object. If thefirst token containsa simplefilenameonly,
the Virtual Routerautomaticallyaddsthe appropriatepathnameand loadableobject
extension.If thefilenamecontainsa’/’ ora’.’, the VR will assumethatanabsolute
pathnamas givenandwill look for thefile atthe specifiedocation.



Control Block

VRCB theusualcontrolblock header

ushort lob specificcommandyaluehasto be 1 for the loadingof
anobject

ushort flagsto bepassedo theobject

byte]] null-byte separatedist of commandine argumentsor the

lob, thefirst tokenis thefilename

The API will answetthis call by a VRRB containinga LOB_INFO_BLOCK.

Result Block

VRRB resultblock header
LOB_INFO_BLOCK therecordwith informationaboutthe object

Errorsare signalledas describedabove. Sincea loadableobjectmight usethe API
channeiit wasloadedby duringits constructionary loadableobjecthasto beimple-
mentedcarefullyasary synchronisatioproblemwithin theobjects constructomight
harmthelatercommunicatioron the API channel.

5.10.2 Querying LOB Information

To getsomeinformationaboutthe currentlyloadedmodules,a resultblock contain-
ing dataaboutall loadedobjectscanbe queried. This resultblock containsa list of
LOB_INFO_BLOCKS.

Result Block

VRRB resultblock header
LOB_INFO_BLOCK][] list of informationblocks

The lengthfield of the resultblock headercanbe usedto getthe numberof loaded
objectsasusual.

5.11 Querying SchedulerStatus

This commandrequestsnformation aboutthe internalevent handler This is a read
only commandthereforeg(sofar) no modificationof the centraleventhandlingsystem
is possible However this commandat leastis usefulfor detuggingpurposes.

A VRCB with thecommandd 21 resultsin a VRRB containinginformationaboutall
currentlyregisteredevents. The structureof theresultblock lookslik e:

Result Block

VRRB resultblock header
EVENT_REC onerecordperregisteredevent

Therecordscontainingthe eventinformationhave the following format:



EVENT _REC Data Record

ushort eventtype (READ,WRITE)

ushort actualactive flags

ushort thetime in 1/1000secondsthe eventis suspended) if ac-
tive

ushort associatedeadfile handle

ushort associatedvrite file handle

byte[16] id stringof theevent(e.g.aninterfacename)

ushort trueif eventexecutionis forced

5.12 PassinglP packetsto the Router

Control Block

VRCB
ushort
ushort
ushort
ip paclet

controlblock with id 50
flagsconcerninghe paclet handling
specifieshow the pacletis treated
modedependenparameter
thepacletto besent

The API alsoprovidesa mechanisnto passlP pacletsdirectly to the Virtual Router
For that purposethe IP paclet hasto be encapsulatethto an VRCB. Sincethereare
several possibilitiesthe Virtual Routercanhandlethe paclet, a modeparametehas
to be specified.Thereforea paclet may eitherbe sentusingthe VR’s internalrouting
rules(seeb.8) or aninterfaceis definedto transmitthe paclet.

Modesfor sendinglP paclets

The paclet is directly processedby the Virtual
Routers routing proceduresand put to the accord-
ing interface.

The paclet is analysedas ary other paclet thatis
receved by the Virtual Router The paclet is pro-
cessedy the Virtual Routers protocolstacksandis
alsoanalysedandprocessetby thefilters.

The Virtual Routerputsthe receved paclet directly
to the specifiednterface. The parametefield hasto
containavalid Virtual Routerinterfacenumber

Additionally, the VRCB containanformationaboutwhetheranIP paclet shallbesent
'asis’ orif the Virtual Routershalladd certaininformationwithin the IP headerand
recalculatehe CRC. The behaiour canbe configuredby settingcertainflagsin the
flags parameter The following list gives a descriptionof the currently usedflags.
Multiple flagsmaybeset.



Flagsfor speciallP treatment
1 | The Virtual Router will control, whether the IP
headerof the receved paclet is valid or not. If the
headedoesnot complythe standardhe paclet will
bedroppedandanerrorwill bereturned.
2 | The checksunof the paclet headewill be setcor
rectly
4 | TheTime To Live field in the paclet heademwill be
setby the Virtual Routerusingits default value.
8 | The Virtual Routers addresss usedas sourcead-
dressof the paclet.
16 | The receved paclet will be treatedas not frag-
mentedandthe headefieldswill besetaccordingly
The Virtual Routerwill fragmentoversizedpaclets
in ary casethereforethe paclet sentover the API
canbeupto Oxffff bytes.

After thecontrolblockwith theencapsulatedaclet hasbeensentto theVirtual Router
aresultblockis sentbackcontaininginformationabouthow the paclet wasprocessed
andwhetherary erroroccurred.

Result Block

VRRB resultblock header
ushort resultcode

Sincethetype of errordepend®on the modethe paclet wassentwith, theresultcode
field canhave multiple values.

ResultCodesR for the variousmodes

R = < Oxfff paclet sentto interfacenumberR
R = Oxffff notanIP paclet

0 | R = Oxfff routingerror, no routefound

0 | R < Oxiff paclet wasroutedto interfacenumberR
0 | R= Oxffff notanl|P paclet

1| 0< R < Oxfff | paclet routedto interfacenumberR

1 | R = Oxfff routingerror, no routefound

1| R=0x1000 | pacletprocessedby local protocolstack
1| R=0x1001 no matchinglocal protocolstack

1| R=0x2000 | pacletdroppeddueto TTL

1 | R = Oxffff notanIP paclet

2 | R = Oxfff no suchinterface

2

2
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